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Abstract

Recently, we have witnessed the success of deep reinforce-
ment learning (DRL) in many security applications, ranging
from malware mutation to selfish blockchain mining. Like
all other machine learning methods, the lack of explainability
has been limiting its broad adoption as users have difficulty
establishing trust in DRL models’ decisions. Over the past
years, different methods have been proposed to explain DRL
models but unfortunately, they are often not suitable for secu-
rity applications, in which explanation fidelity, efficiency, and
the capability of model debugging are largely lacking.

In this work, we propose AIRS, a general framework to
explain deep reinforcement learning-based security applica-
tions. Unlike previous works that pinpoint important features
to the agent’s current action, our explanation is at the step
level. It models the relationship between the final reward
and the key steps that a DRL agent takes, and thus outputs
the steps that are most critical towards the final reward the
agent has gathered. Using four representative security-critical
applications, we evaluate AIRS from the perspectives of ex-
plainability, fidelity, stability, and efficiency. We show that
AIRS could outperform alternative explainable DRL methods.
We also showcase AIRS’s utility, demonstrating that our ex-
planation could facilitate the DRL model’s failure offset, help
users establish trust in a model decision, and even assist the
identification of inappropriate reward designs.

1 Introduction

Deep reinforcement learning (DRL) has shown great success
in a range of applications such as playing GO [61, 62] and
complex video games [48,72]. The core idea is to train a deep
neural network agent that makes a sequence of decisions to
achieve its goals based on its observation of the environment;
meanwhile, the decisions/actions from the agent will also
dynamically affect the environment. Recently, researchers
start to apply DRL in security- and safety-critical applications

*Work done while at Northwestern University.
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Figure 1: Example—Two types of explanations for malware
mutation using DRL on a call graph. Feature-level explanation (left)
identifies important features for the agent’s decision at a given mo-
ment. Step-level explanation (right) identifies the most critical step(s)
that lead to final evasion results.

by formulating them as a sequential decision-making prob-
lem [1,5,16,27,29,44,45,80]. Examples of such applications
include malware mutation [9,44,78,79, 82], network lateral
movement attack and defense [45], blockchain mining [13],
and autonomous driving [37].

While the performance of DRL is promising, it is often
difficult for humans to understand the agent’s decisions com-
puted by a deep policy network. The absence of explanations
of DRL models creates a key barrier to establishing trust in the
DRL agents’ decisions. Furthermore, without an explanation
mechanism, it is difficult to incorporate the black-box DRL
model with expert knowledge to enable policy debugging or
security analysis for security- and safety-critical applications.

Recent works have proposed explanation methods for DRL
agents, but they suffer from three main limitations when ap-
plied to security applications. First, most existing methods
focus on the feature-level explanation [7, 11,39,40,43,71]
to explain an agent’s action at a given step. However, such
explanations provide little insight into why the agent would
eventually succeed/fail in the overall task. For example, Fig-
ure | illustrates an example of DRL-based malware muta-
tion [83]. The DRL agent takes the call graph of a malware
sample as the input and takes a series of actions to mutate the
call graph step by step to generate a sample that can evade
detection (see more details in Section 5). Feature-level expla-
nation methods (left) aim to identify a small set of features
(i.e., a sub-graph) in the current call graph to explain the DRL
agent’s manipulation decision at this step. While this expla-
nation helps to interpret the agent’s action of this specific



step, it is not helpful to understand why the agent would suc- * We proposeAIRS a general framework to explain deep
ceed or fail the evasion in the erecongdother explanation reinforcement learning models in the security domain by
methods utilize value functions of the target agent to assess ~ Providing thestep-levebxplanationAIRSis designed for
state importance [4, 31]. As we will show in Section 6, these  high explanation delity, stability, and ef ciency.

methods cannot provide high- delity explanations for DRL-  « To evaluateAIRS we implement various baselines (in-
based security applications. Besides, they are not applicable  cluding existing DRL explanation methods) and test them
to cases where value functions are not availabierd, one on four different security applications. We con r&kiRS
recent method focus on the coarse-graigkabal explana- outperforms existing approaches and baselines.

tions [22]. The explanation results are too generic to debug
individual runs of the DRL agent. For example, for malware
mutation, the globally-important mutations may not inform
why a speci ¢ malware sample's mutation process succeeded
(or failed).Finally, explanation methods for security applica-
tions have higher expectations not only for the explanation 2 Background
delity but also for explanation stability and ef ciency [75],

« We provide case studies to show how to Ud&S to
debug DRL-based security applications. We have found
real-world bugs usindIRS

which are not the main focus of existing works. 2.1 Modeling an RL Problem
In this paper, we propos&lIRS “Approximation-based _ - _ _
Interpreter for DeeReinforcement Learning iSecurity Ap- A sequential decision-making problem can be formalized as

plications”, which is a general framework to explain the policy an RL learning task, in which an agent observes the task en-
of DRL model.AIRSis alocal explanation method for ex-  vironment and takes proper actions to ful ll the task. Take
plaining individual episodes (samples). Instead of focusing on autonomous driving as an example. The self-driving car (i.e.,
feature-level explanation, our goal is to provide $tep-level agent) observes the road condition and takes a series of proper
explanationto identify the critical steps that contribute the driving actions (e.g., accelerating and turning) to reach a desig-
most to the nal reward in a given run. In the example shown nated destination. In this process, the agent receives a reward
in Figure 1 (right), the explanation method pinpoints the most after taking each action that measures how well it performs at
critical steps to the success/failure of the malware mutation.each time step. The goal of RL is to learn an optimal policy
Once the critical steps are identi ed, analysts can further in- for the agent. By taking actions given by the policy, the agent
spect the actions taken in these steps to debug the DRL agent'sould collect a maximum amount of total reward, indicating
policy network. Furthermore, to produce high- delity, stable it could ful Il the task in an optimal way. In the above au-
and ef cient explanations, we develop a novel architecture tonomous driving example, this optimal way could refer to
to approximate the nal reward for the DRL agent. For this safely reaching the nal destination in the shortest time. In
architecture, we use a recurrent neural network (RNN) to the setting of DRL, the policy network is modeled as a deep
capture the temporal relationship between states while usingneural network (i.e., a policy network). At each time step, this
fully-connected deep neural networks to approximate the re-policy network takes as input the observation of the environ-
ward function. The approximation model makes it possible to ment (e.g., the current snapshot of the road condition in the
obtain the association between each step and the nal rewardabove example) and outputs the corresponding action that the

We evaluate the performance AfRS using four differ- ~ agent would take. Solving a DRL problem is equivalent to
ent security- and safety-critical applications driven by DRL, learning the parameters of this policy network.
namely, autonomous driving [37], malware mutation [83], self-  To learn the policy network, we rst need to model a DRL
ish blockchain mining [13], and network lateral movement Problem as a Markov Decision Process (MDP), which is rep-
optimization [45]. We show tha&IRSoutperforms existing ~ resented as a 4-tupe SSA; T;R >. In this tuple,SandA
(baseline) DRL explanation methods in terms of explana-are the nite state and action sets, in which each siite
tion delity, stability, and ef ciency. More importantly, we and actiora(® represents the state and action of the agent at
showcase how developers can util&iRSto gain a deeper  timet. T :S Al Sis the state transition function, where
understanding of agent behavior, and debug speci ¢ DRL T3 = P[s®* P = sJs¥ = s;a® = a] denotes the probability
policies and even the application designs. that the agent transits from statéo s° by taking actiona

In particular, using\IRS, we successfully discovered two @t timet. R =S Al Riis the reward function, whergg
bugs in the DRL reward function in the Microsoft Cyber- represents the reward if the agent takes adianstates.
BattleSim framework for lateral movement attack and de- As is mentioned above, the goal of DRL is to train a policy
fense [45]. We reported these bugs to Microsoft's 365 De- networkp(ajs) for the agent that maximizes the agent's total
fender Team who later acknowledged our ndings. This pro- reward. Formally, the total reward can be represented by the
vides empirical evidence th&tiRS can be used to debug State-value functiony(s) de ned as

DRL-based security applications. V(9= 2 i9(RE+ g & Ta(S): 1
In summary, our paper has the following contributions: p(9= a?Ap(aJs)( gsg_s V() @)



or theaction-value function gXs;a) de ned as ods can be categorized into post-explainable methods and
_ o —a o _ self-explainable techniques. Post-training explanation meth-
Qp(sia)= R+ gsoazlsTsé’ gAp(a(]SC)QP(SQ' a); 2) ods are originally designed to identify input features most
? critical to a DNN's prediction (e.g., white-box gradient-
whereg?2 [0;1] is a discount factor that controls the agent’'s based methods [14,42], black-box approximation-based meth-
focus on immediate rewards or long-term rewards. The state-ods [20, 21]). As introduced in Section 2, a policy network
value functiorv,(s) is the expected total reward of an agent is also a DNN taking the current observation as input and
starting from state. Slightly different fromVj,(s), the action-  outputting the corresponding action. As such, researchers
value functionQp(s;a) is the expected total reward of the extended post-training methods to explain policy network
agent starting by taking actianats. The value of both func-  (e.g., [11, 18, 35, 40,41,43,53, 60, 67, 69]), identifying fea-
tions measures the quality of the agent's policyAn optimal tures in observation most important to an agent's action. Un-
policy could be obtained by maximizing either function, en- like post-training explanation methods, self-explainable tech-
suring that the agent receives the maximum rewards from theniques replace the non-explainable policy network with a
environment. self-explainable model. The self-explainable model unveils
the association between observation and an agent's action
and thus explains which features contribute the most to the
agent's action (e.g., [32,49,50, 66, 81]). As discussed in Sec-
Recent works have proposed many algorithms to solve thetion 1, these methods cannot provide step-level explanations
optimal policy, among which the most widely used ones are that draw insights into the nal result of the agent.
DON [48] and PPO [57]. As mentioned above, these two
algorithms are also widely adopted in DRL-based security
applications. Below, we brie y introduce these algorithms.
Deep Q-learning (DQN). Deep Q-learning does not explic-
itly learn a policy network. Instead, it uses a deep neural
network to approximate the action-value function introduced

aLbove,_Whlch dtakes Ias |nvp\)lt_1thst;.;x_tand act|o_ra a_nd our':puts based methods [4, 31] utilize the value function to assess
the estlmate_ Q value. With this approxmanon, t_ e agent grate importance. As mentioned in Section 2, value function
follows a policy that suggests the action with the highest Q- .,y res the relationship between states and the agent's ex-

value at each time step. As is shown in recent research, suchyq o4 total reward rather than the nal rewards in individual
amethod demonstrates a great success in many appl'C""t'onépisodes. Due to this misalignment, using value function to

with a discrete action space, such as Atari games [47] andg, ain individual episodes cannot give a high explanation -

the security applications of s_el sh mmmg,_and the network delity (cf. Section 6). Besides, in some real-world cases, value
Iaten_’:ll movement u_se_d Ia_ter n our eva_luatlon. function is not released together with the policy network, since
PrOX|m_aI Policy Optlmlzqtlon (PPO)'_ Different from DQN, it does not guide the agent's action, and value function-based
PPQ dlrectly. parame.tenzes. the policy ngtworlpaés; a) = methods cannot be applied to these cases. Second, a recent
P(as Q). Attimet, this functlop t?kes as mqu St"ﬂ@ and method, EDGE [22], focuses on providing coarse-grained
outputs the corresponding apUaﬁ -To Iegm this .pol|cy net.- global insights within a set of collected episodes. More specif-
work, PPO Proposes an preCt'Ve_ funct_lon, Wh'(_:h combines ically, EDGE [22] utilizes an interpretable model to predict
the state-value function in Equati¢h) with the difference 0 "o reward of the collected episodes and thus capture
between an updated and an old policy. By maximizing this o 45hal importance of actions/states to a game's nal re-
objective function, PPO could obtain a policy that collects g, “Ag is discussed in Section 1, many security applications

the maximum amount of rewards. In addition, this objective need explanations that go beyond global insights. They need

fth]nction CfOUId lenableo;[he EPOhto m'or'lotonri1cally im_phro;]’_e to identify the important actions/states of each individual
the agents total reward during the training phase. With this ¢ i e “With this ability, as is showcased in Section 7, se-

property, the training process convergences faster and is morg, i qevelopers could utilize such explanations to improve
stable than previous training algorithms that learn policy net-y,qi"pp) _driven security applications. Third, some methods
works directly. PPO is the state-of-art algorithm for DRL o o EDGE) employ a relatively sophisticated model, intro-
tasks with a continuous action space, such as the safe d”V'ngducing complicated computation and optimization. When
application introduced in Section 5. porting it to security applications, the complexity of the appli-

cations introduces even more challenging engineering tasks to
3 DRL Explanation Methods and Limitations these methods. To this end, we introduce a novel DRL explain-

able framework to derive an explanation for each individual
Existing research on explaining DRL mainly focused on episode without introducing overly sophisticated computation
feature-level explanation. Technically speaking, these meth-and optimization.

2.2 Learning a DRL Policy

To the best of our knowledge, only a few explanation meth-
ods [4,22,31] could provide step-level explanations. However,
they are not suitable for explaining DRL-based security appli-
cations due to the following limitations. First, value function-



4 Proposed Technique To do it, one basic idea is to model the relationship between
the sequence of states and the nal reward. For example, we

In this section, we rst describe the research problem we can model the relationship in a linear form:

aim to address and the assumptions we make. Then, we dis-

cuss the technical challenges confronted when addressing the

problem (i.e., explaining deep reinforcement learning). After

that, we present how we handle the challenges and design our ) _
explanation method, followed by an overall algorithm. in whichr ands are the nal reward and the state at the i-th
time step, respectivelgpca( ) is a dimensionality reduction

) function, Principal Component Analysis [15], that converts
4.1 Research Problem & Assumptions the vectorized statg into a singular value so that, through a
linear combination parameterized &, q1; ;qr, one could
predict the nal reward. Because the linear relationship is
self-explainable, we can treat the states with the parameters in
the highest values as the most critical toward the nal reward.

;
r= & g geca(s)+ b 3)
i=0

Many security applications learn a deep policy by using DRL
algorithms (e.g., Q-learning [26, 28,47, 70, 74] or policy gra-
dient [23,46,56,57]). Then, they utilize the policy to take a
flfer\[[e;poglﬁzilt?gns. ?rgiéhrisa?vsgreerar;euttgic?r?irsegnn:ier\m)allf fl%r _While this m_ethod is intuitive, the explanation derived from
. this method might not be of high delity.
generate a malware variant that could bypass a target detector,
security researchers recently utilized a DRL algorithmtolearn « The state transition sequenge st in deep reinforce-
a deep policy. The policy takes as input a malware sample and  ment learning is time-dependent. Without considering
outputs a sequence of actions indicating how to mutate that  the temporal relationship between states, a simple linear
malware step by step and thus obtain a valid malware variant.  combination would inevitably introduce modeling errors.
In this work, our goal is to pinpoint the agent's actions
most critical to the (un)desired reward in single-agent RL
environments that can be modeled as a Markov Decision Pro-
cess (MDP). As discussed in Section 2 and 5, this is the most
widely adopted RL model in DRL-based security applications.
Take the malware mutation as an example. We aim to identify
the actions that contribute the most to the failure/success of
malware variant generation. As we will showcase in Section 7,
this ability could help security researchers establish trust in
their DRL model, offset unexpected model outcomes, and
even track down the design aw of the DRL model. « PCA conducts a simple linear transformation to reduce
Before discussing our proposed DRL explanation method, dimensionality. Prior research [_2, 17] has Qemonstrated
we make the following assumptions. First, we assume that ~ that PCA may not be a good option, especially when the
our explanation method could access the input to the deep ~ ©riginal dimension is high and the converted dimensional-
policy network (i.e., the observation of the environment) and 1Y is low. In such cases, PCA cannot preserve the majority
the nal reward gained through the policy. Take the malware pf critical mforma.tlon in original mputs_ and th_us further
mutation as an example. We assume the access to the malware IMmpacts model tting and the explanation delity.
sample and the reward that the deep policy could obtain from
the sequence of mutation actions. Second, we do not assum
access to the value/Q function or the parameters of the pola's Our Method

icy network. This aSSUmption ensures that our eXplanation To tackle the three Cha"enges above, we improve the intu-

« To learn the parameters of the linear model, we need to
gather many episodes (i.e., state transition sequences and
the corresponding nal rewards). However, the parameters
Jo dr learned from these episodes do not re ect the
state importance in a single episode but the importance in
all episodes used in the model learning. As a result, given
an individual episode, the method above cannot pinpoint
which state in an individual episode is more critical to the
corresponding nal reward.

method treats the deep policy network as a black box. itive method above from three perspectives. To capture the
temporal dependency of the state transition, we rst pass the
4.2 Basic Idea & Challenges state sequence to a recurrent neural network. As is depicted

in Figure 2, the recurrent neural netwdi ) is a sequence-
As is mentioned in Section 2, after taking each action, the to-sequence model. It not only converts state sequence into a
agentturns its current state into a new state. Take the malwarenew sequence but, more importantly, ensures that the element
mutation as an example. After taking a mutation action, the H(s) = x; in the new sequence{;x1; ;Xt) captures the
malware sample is converted into a new variant, which will time dependency of previous statgss;; ;S 1.
then be further converted into another new variant after one  While the introduction of a recurrent neural network re-
utilizes the policy network to take the following mutation solves the time-dependency issue, the proposed method still
action. As a result, we can treat the DRL explanation as a tasksuffers from the other two challenges above. To address the
that nds the states most critical towards the nal reward. two other challenges, as is shown in Figure 2, we rst replace



a constraint below.

q(x(i)) q(x(i)) <L X®O x

_ _ _ (5)
foreveryx®: x0 x0) <

This constraint bounds the variation of explanation when the
episodeX() andX () are similar. Here, X X indi-

cate the similarity of two episodesgq(X®) q(X®) rep-
resents the similarity of the states' importance. The constraint
above implies that their corresponding states' importance
should also be similar if the episodes are similar.

To facilitate the computation when optimizing the param-
eters in our proposed method above, we further transfer the
constraint as a regularization term below.

Figure 2: Approximation Model of AIRS—It takes the state
sequence as input, and predicts the corresponding reward as output. Lq(f(X(i))) = Ny f(XM) q(X(i))> Ji(x(i)) 0 (6)

the PCA with a fully connected deep neural netwggkn( )
to further process the temporal encodedJnlike PCAthat ~ Here,J5 is the Jacobian afionn. This regularization term
only capture linear relationships, this deep neural network also forces the model to act as a linear model locally [3].
could model the complex and non-linear correlations within Filtering out commonly non-important states. After we
in x;. As discussed in existing works [2], DNN is much better learn the approximation model by using many episo@es
than PCA in preserving critical information when performing gathered from the target agent, we can theng{3¢”) to
dimensional reduction for high-dimensional inputs. derive the explanation for each episode. However, before
Finally, to tackle the last challenge (i.e., linear regression choosing the critical states by usiggx(), we further Iter
cannot provide an explanation of each individual episode), out those states that commonly appear in all episodes. Those
we further improve the method above by replacing the linear States are non-critical to the nal reward. If not Itering out
regression coef cientj 2f qo;q1;  ;qrgwith adeep neural  at this stage, they may introduce noise to our explanation.
networkg( ). As we can see from the equation below: To this end, we further introduce a ltering mechanism.
This ltering scheme rst computes the correlation between

i the nal reward and each state as follows
r=f(xox1; x1)= @ a(x) gonn(xi)+ b (4)
=0 s(t) = corr(s;r); ©)

the neural networky( ) takesx; as input. As is depicted in
Figure 2, for each episodg;s1; :sr, it outputs a unique  Wherer represents the batch ob (k= 1;2; ;N). If the
vectorq(x;). By aggregating the multiplication @fx;) and f:or_relatlon between the nal reward and the_z state is I(_)W, it
gonn(Xi), we could obtain the prediction of the nal reward indicates thgt the state commonly appears in most episodes
r. Using this design, we address the problem of not being and r_\as no impact on the nal reward..Therefore, we .do not
able to derive an explanation for each individual episode consider those least correlated states in our explanation.
simply because for each episodé¢, outputs a sequence of
distinctive coef cients indicating the importance of the states 4 g Proposed Explanation Algorithm
towards the nal reward.
Finally, we show the proposed explanation algorithm. As
4.4 Other Critical Design shown in Algorithm 1, we rst initialize the parameters of
three networks (Line 2). Then, we input the training episodes
In this work, we can gather various episodes and utilize theseto the RNN feature extractét and obtain a latent represen-
episodes to learn the parameters in EquatignHowever, tation X, which captures the temporal dependency between
there are still a couple of issues that need to be taken care ofstates (Line 4). With the latent representation, we then feed
Handling stability of explainability. Our proposed method it into gopyn @andg to predict the nal reward (Line 5). Next,
may encounter an instability issue. When an episode is similarwe compute the training loss, which is composed of the mean
to another, we would like to have an explanation similar to square error of the predicted reward and the stability reg-
each other. However, by solving the equation above, we mayularization in Egn(6) (Line 6-7). Finally, we conduct an
not be able to obtain such a property. As a result, we introduce end-to-end update of the parameters in the three networks to



Algorithm 1 Explanation model training cAIRS
1: Input: training episode$ = ( S;r), training epochK,
constant
. Initialize H( );q( ) andg()
: for k=1,2,....K do
Compute hidden representati®r= H(S)
Compute the predicted nal reward based on Eqn. (4)
Compute the mean square error ldsgse= %e> e
wheree= f(X) r
Compute the nal lossL = Liyset | Ly, where
Lq(f(X)) is the regularization term in Eqn. (6).
UpdateH( );q( ) andg( ) to minimizeL

U

Figure 3: BEV of Safe Driving—The green rectangle represents
the car controlled by the DRL agent. Its goal is to drive along the
road and avoid road barriers indicated by red squares.

state, including its steering, direction, velocity, and relative

9: end for
10: Compute step ltem distance to traf c lanes. The policy network takes as input
11: Output: trained modeH( ):q( ), step Iterm this state vector and outputs the driving action (i.e., the ve-

hicle's acceleration, brake, and steering). MetaDrive designs
a set of reward functions. For example, when the driving
agent has a collision with obstacles or violates traf c rules,
MetaDrive assigns a penalty to the policy; on the contrary,
the agent receives a reward when the vehicle arrives at the

Algorithm 2 Explanation generation &IRS
1: Input: Testing episod&"), H():q( ), andm

2: q(XM) = q(H(sM))

3: for tzl,@,...,T do destination without any penalty. To prevent the vehicle from
ja(XMyj; ift2m moving slowly or driving in a zig-zag way, MetaDrive also

4 T 0 ift2m designs rewards to encourage the vehicle to move forward

s end for and maintain a reasonable speed.

Malware Mutation. In both academia and industry, deep
learning has been widely adopted to detect Android mal-
ware [9,44,78,79, 82]. To evade such detection, recent re-
search has proposed HRAT, a DRL-based malware mutation
method [83]. Unlike the conventional methods that employ
adversarial learning for malware mutation (e.g., [19]), HRAT
relies on a policy network that takes as input the call graph
of the target malware and outputs the corresponding action to
guide the malware manipulation.

Speci cally, the action space of HRAT includes “adding
function call”, “rewiring function call”, “inserting methods”
and “deleting methods”. As these actions do not vary the
semantics of the malware, each mutation action generates
a new valid malware variant. Based on whether the variant
circumvents the target malware detector, HRAT assigns a
In recent years, we have witnessed applications of deep refeward or a penalty to the policy network and updates its
inforcement learning (DRL) in various security-sensitive do- Parameters accordingly.
mains. Below, we introduce a set of representative tasks. ThenSel sh Mining in Blockchain. Sel sh mining [13] is a de-
in the next section, we assess the performance of our proposedeptive cryptocurrency mining practice in which an unlaw-

6: Output: importance score = (Vi;Ve; ;Vr)

minimize the training loss with a gradient-based optimiza-
tion method (Line 8). After training the networks, we further
compute the step lIterin line 10.

As depicted in Algorithm 2, given a new episof@, we
useq(H(SM)) to assess its initial time-step importance (Line
2). Then, we lter out the non-important states using the step
Iter m(Line 4) and derive the step importance score for this
episode.

5 Representative Applications

explanation method in such tasks.
Autonomous Driving. We rst consider the application of
DRL in improving driving safety (e.g., [36,38,51,52, 73]).

ful miner withholds its newly mined blocks from the pub-
lic blockchain. This action creates a fork, which is mined
ahead of the public blockchain. The unlawful miner can then

We use the state-of-the-art autonomous driving framework introduce this fork to the network, overwrite the original
MetaDrive [37] as a concrete example. It simulates a driving blockchain, and steal cryptocurrency from other users.
environment where a DRL algorithm learns a deep policy = However, the strategy of determining whether and when to
network to navigate a vehicle to a destination in a safe andreveal the fork may signi cantly in uence the reward that the
fast manner. Speci cally, MetaDrive converts the Birds Eye unlawful miner eventually receives. For example, when an
View (BEV) of the road condition (as illustrated in Figure 3) unlawful miner withholds many newly mined blocks, but the
as well as the driving vehicle's surrounding information into  fork is only slightly ahead of the public chain, the decision
a vector representation, which encodes the vehicle's currentto continue withholding mined blocks for a more extended



period or reveal the fork to the network immediately would
signi cantly impact the miner's reward.

To nd the best strategy that maximizes a sel sh miner's
reward, recent research [29] has proposed using DRL to learn
a mining policy. The policy network takes the length of the
current public chain and the fork as input and outputs the ac-
tion that an unlawful miner should take. In [55], four unique
actions are de ned for an unlawful miner, which include “wait-
ing”, “overriding”, “matching”, and “adopting” (their concrete )
meanings deferred to Appendix A). Leveraging this policy Figure 4: Network Lateral Movement—Example of lateral
network, the unlawful miner is able to gain a higher mining movementin a network.

reward than following a naive sel sh mining strategy.

Network Lateral Movement. Network lateral movement 6 Experiments

[8,12,68] describes the process in which an attacker breaches

an enterprise network by exploiting the vulnerabilities to |n this section, we conduct an empirical evaluatiol\tRS
move from one network node to another. For example, anin the four representative tasks: sel sh mining [29, 55], lateral
attacker often does not have all of an organization's sensitive movement, autonomous driving, and malware mutation. We
data accessible from their machine; thus, the attacker needgegin by introducing the experimental setting. We choose the
to move to other machines to access the sensitive data. PrevicyberBattleSim [45] released by Microsoft to simulate the
ous works [10, 24,45, 58] studying lateral movement usually |ateral movement environment and pick two environments

simulate an enterprise network as a set of network nodes conwith different topologies: chain-graph and random-graph.
nected in a particular topology (pre-de ned by the simulation

user). Besides, they also pre-de ne a set of vulnerabilities that
the attacker may exploit to move from one node to another.
Meanwhile, a defender monitors the network activity to de-
tect the attacker's presence and further prevent the attack. Thes 1 1 Baseline Methods
attacker's goal is to take ownership of the enterprise network

without being caught by the defender. Recall that our goal is to derive explanations that connect
individual steps and the nal reward (cf. Section 3). To this

this goal, recent research has proposed using DRL to learn &£ W'Ith_ e%llsodes sampled from dthle agen(tj,_ wehmay traljn
policy network to represent the optimal attack strategy [45]. an explainable approximation model to predict the rewar

Starting from one infected node, the attacker consults with and derive explanations from this model (IMS). For this i
the policy network to determine the next target node and the approach, we choose to append a self-explainable attention

vulnerability to exploit; after breaching the next node, the Medule [6] oralinear regression (LR) module to the RNN fea-

attacker repeats this procedure until partially or fully taking ture extractor as our baselln.JeAfter we tram the explamable
control of the network. To train the policy network, a rewardis M°del on the collected episodes, we directly derive expla-
assigned after each successful breach. The reward is a oatingnatIOnS from it. Comparm@\lRSwﬂh these.two methods_
number representing the intrinsic value of the breached nodeev""lu""te_S the effectiveness of our exp!anatlon mode_l de_5|gn.
(e.g., a SQL server has a greater value than a test machine _Iternat|vely, we may use a non-explainable approximation

In addition, taking ownership of the whole network can bring Medel to tthe episodes and combine it with a post-training
y i X . ,
a huge positive reward. method to obtain the explanations. Here, we use a typical

RNN model to t the episodes and select three widely used

Figure 4 illustrates the procedure above. Given a compro-post-training gradient-based methods, Vanilla gradient [63],
mised Windows 7 node under the attacker's control, the policy Integrated gradient [65], and Smooth gradient [64], to explain
network takes as input the partially observable network (i.e., the trained RNN model. In addition, when value functions are
the nodes directly connected to the compromised node) andavailable, one could also use the state/action value function
outputs an action the attacker is suggested to take on the comto determine the state importance. As such, we also include
promised node (e.g., exploiting the vulnerability in the SMB  two value function-based explanation methods, Highlights [4],
le-sharing protocol). After taking the action, the attacker and Trust [31] as our baseline approaches. Due to the space
successfully moves on to a Windows 8 node. From there thelimit, we put some experimental details in Appendix B.
attacker further follows the suggested action of using cached
credentials to sign in to another Windows 7 machine and  ingte that LR gives the global explanation and we apply the same expla-
exploits the 1IS remote vulnerability to own the IIS server.  nation for all traces.

6.1 Experimental Setting

To study how ef ciently the attacker is able to achieve




6.1.2 Evaluation Criteria gradient introduce additional randomness by selecting the
noise [64] or baseline [65] randomly during computing the
explanation. Both sources of randomness may in uence the
stability of the generated explanations. To measure the inter-
pretation stability, for each interpretation method, we generate
explanations in 10 runs with different random seeds and mea-
i X . o sure the average, distance of the results between each pair
planation measures the accuracy of the identi ed critical steps. of runs. For each application, we normalize the distance by
In sel sh mining and network lateral movement, the epl_sodes the length of the episode.
are re_Iatlver short._We_ thus only focus on the most impor- g ciency: An ef cient method should take a reasonable
tar;(t S'n?rll? Sttﬁp’ Wlh'c? |§,cotr)nputed by thf |mpfort(;elnqe SCOrStraining time and should be able to provide a real-time ex-
a( I) within the se er? edsu d—seque?gelt. In sa eh_l”"'”g ar|1 planation (during testing time) as the DRL agent is running.
rrtla Wgre mut?t;]on, the eprSQ es are fairly ontgalw lela Smg; Thus, we evaluate the ef ciency from two aspects. First, we
sveﬁh oest?o ?\t/e _‘3” ot' Vl(t)r?s in uetznc_?_onl eb nal reward. compare the training time of explanation methods that re-
€ thus attempt to 1den ify the most critical su -seque_nces.quires to train an approximation model (other than Highlights
We use a sliding window to step through all the Itered time and Trust). Then, we measure the time cost of generating ex-

steps, _and then choose the subtsequence W_'th the _hlghes.t a}ﬁTanations for 500 episodes. In both experiments, we measure
erage importance score. The width of the sliding window is the average time cost in 10 runs

5% of the episode length. After identifying the most impor-

tant step(s), we use the metricRélative Reward Difference

(RRD) to evaluate the delity of the explanations. We replace 6.2 Experiment Results
the action(s) at the selected time step(s) with random action(s)
and then measure the average reward change. WeoHge
andRgelect to denote the reward before and after the action . .
manipulation. Due to the varying reward design in different tlon§. We have thg following .observatlons.. .
applications, the magnitude of reward change may vary. Thus,  First AIRSachieves the highest RRD in all applications,
we use random selection to normalize the reward change forS"oWing its superior delity. Recall that RRD measures the

each application: we randomly select the step(s) and performrej‘ward difference after ma_nipula_\ting the critical time step, the
the manipulation, with the reward change denote®aygom higher RRD shows the higher importance of selected steps
Formally, RRD is de ned as: since replacing them with random actions could bring a great

change in the nal reward. This veri es the effectiveness of
jRselect  Rorigin] our explanation methods.
m 8) Second, compared withIRS other model-based methods

all have lower delity scores, while the gaps vary across differ-
Here we use the absolute value because we would like to conent applications, showing much larger margins in chain-graph
centrate on the time step that makes the greatest contributiorand safe driving than sel sh mining and malware mutation.
towards the nal reward, regardless of positive or negative This may be explained by the episode lengths in different
contribution. In other words, the critical time step can lead to applications. Recall that the episode length of sel sh mining
a huge reward or incur a great penalty. We test 500 episodess the shortest and the episode lengths of safe driving and
for each application to calculate the average RRD. We repeatmalware mutation are rather long. For long episodes, one
this experiment 10 runs and compute the mean and standardheeds to derive importance scores from long outputs of the
deviation of the resulted average RRDs. Note that a greaterRNN model. Simple linear regression or a single attention
difference represents a better explanation. If the reward differ-module may not work well when the output is long [25], while
ence is similar or even smaller than the difference with respectgradient-based methods suffer from the saliency vanishing
to random selection, then the explanation is ineffective. issue [33, 34] for long outputs. Meanwhild|RSuses a deep
Stability: In addition to high delity, the explanations gen- neural networlq( ) to process the RNN outputs and is able
erated in security-sensitive applications also need to be stato extract the importance score more precisely.
ble. That is, the chosen critical steps should remain the same Third, similar to the model-based baseline approaches,
across different runs in order to be useful. The possible uctu- value function-based methods also have lower delity scores
ations may come from two sources: the randomness of modelthanAIRS. As discussed in Section 3, this is because value
initialization and the randomness of explanation calculation. functions model the contributions of states to the agent's ex-
For the rst source, the random parameter initialization of the pected total return rather than the associations between states
underlying deep neural network model may result in differ- and the nal reward in each episode. As such, they cannot
ent explanation results provided by the model. For the sec-provide highly faithful explanations to individual episodes.
ond source, for example, the Integrated gradient and Smooth Finally, we nd that althoughAIRShas the highest RRD

We follow [75] to use three criteria to evalua#¢RS and
baseline methods: delity, stability, and ef ciency.

Fidelity: Recall that in this work we focus on step-level expla-
nation, which identi es the steps with the greatest in uence
on the nal reward (i.e., the critical steps). The delity of ex-

Fidelity Evaluation. Figure 5 compares the explanation -
delity of AIRSand alternative methods in different applica-

RRD=



Figure 5: Fidelity Evaluation Results—“Chain-Graph” and “Random-Graph” represent two different topology setups for the lateral
movement application [45]. A higher RRD score indicates better delity of the explanation. The horizontal dotted line represents RRD=1. If
the RRD score is lower than 1, the explanation method would fail to pinpoint the critical time step in that application. The error bar in the
gure shows the standard deviation.

stable regularization term described in Equation (6).
Finally, among all the methods, the Integrated gradient and
Smooth gradient show the lowest stability, which is especially
evident in safe driving and malware mutation with a long
episode. This may be explained by that for gradient-based
methods, the instability not only comes from the randomness
during model training but is also raised by the randomness
of computing explanations after model training (e.g., Smooth
gradient needs to randomly add noise while Integrated gra-
dient needs to randomly choose the baseline). Through the
experimental results, we verify thAtRShas high stability.
Figure 6: Stability Evaluation Results—We show the average  Ef ciency Evaluation. The results of the ef ciency evalu-
L, distance in each pair of run and the standard deviation. LR, as aation are shown in Table 1. As we can rst observe from
global explanation method, has thelowest distance which means  the table AIRS has a comparable training time with other
LR is the most stable method, followed BYRS. model-based methods in all applications. This veri es that
our model design does not introduce additional training cost
in the Random-Graph application, the gap is relatively small over existing approximation models. Regarding the genera-
compared with other applications. We list the RRD and reward tion cost, as also shown in TableAIRSis much faster than
difference in Table 6 for a more detailed comparison. it is most baseline methods except Vanilla gradient and Attention.
observed that while the advantage®dRSin RRD is marginal Speci cally, value function-based methods have much higher
over other methods, its reward difference is much higher than generation time cost on most applications. This is because
alternative methods, indicating thalRSis able to identify ~ they need to traverse the entire episode to compute the value

the critical steps more precisely. for each state. For games with a long episode, these methods
Stability Evaluation. We show the stability evaluation results are expensive. Regarding Integrated gradient and Smooth gra-
in Figure 67 We have the following observations. dient, they are slow because of the need to perform iterative

First, LR has the highest stability (i.e., the lowest average expensive back-propagation to calculate the average gradient.
pair-wiseL; distance between different runs) among model- Through the experimental results, we can verify thERS
based methods. This is expected because LR offers a globahas high training and generation ef ciency.
explanation: if the weights of linear regression across different  In addition to the above experiments, we also compare
runs are similar, the given explanations remain consistent. AIRSwith a naive solution that exhaustively randomizes the

SecondAIRSand the attention method share the highest agent's action at each state to assess state importance. As
stability next to LR. This can be explained by that in both detailed in Appendix CAIRSsigni cantly outperforms this
methods, once the approximation model is t to the collected method in explanation ef ciency.
data, the explanation is derived by feed forwarding the model.

Thus, the uctuation is only raised by the randomness of the .
model training. We also observe th&RSis slightly more 6.3 Ablation Study

stable than the attention method. This is attributed to theWe conduct an ablation study on sel sh mining and safe

2Note that value function-based methods do not intraduce any randomnessdriving to investigate how the h_yperparameters in uence the
and thus always have zetg distances. We do not show them in the gure.  performance of these explanation methods.




Sel sh Mining Chain-Graph Random-Graph Safe Driving Malware Mutation
Method | Train(s) Generate(s) Total($)Train(s) Generate(s) Total(s)Train(s) Generate(s) Total(3)Train(s) Generate(s) Total(4) Train(s) Generate(s) Total(s)

Vanilla 103.46 32.42 135.8§ 156.45 34.67 191.12 406.95 35.34 442.29 732.83 42.69 775.52 193.19 40.33 233.52
Integrated| 103.46 160.38 263.84 156.45 167.90 324.35 406.95 180.39 587.34 732.83 261.65 994.48 193.19 250.67 443.86
Smooth | 103.46 185.25 288.71 156.45 189.45 345.90 406.95 192.32 599.271 732.83 280.37 1013.20 193.19 276.40 469.59
Attention | 158.08 24.11 182.19 186.49 22.16 208.65 433.23 23.27 456.50 768.84 26.34 795.18 204.17 24.74 228.91
402.54| 742.56 742.56| 196.43 196.43

LR 105.94 - 105.94| 155.73 - 155.73| 402.54 - - -
Highlights - 56.98 56.98 - 389.69 389.69 - 798.52 798.52 - 1053.63 1053.6 - 321.59 321.59
Trust - 57.35 57.35 - 385.88 385.88 - 783.75 783.75 - 1059.82 1059.8 - 320.34 320.34

AIRS ‘ 125.58 18.36 143A94 173.64 20.43 194.01 423.59 24.76 448.33 764.69 25.94 790.63‘ 200.33 24.87 225.20

Table 1: Ef ciency Evaluation Results—We show the average time cost of training approximation models and generating explanations.
Value-based methods do not have the training time cost. Three gradient-based methods share the same approximation model and thus have the
same training cost. LR gives the global explanation and once the regression model is trained it has no time cost to generate explanations.

Figure 7: Ablation Study Results—In (a), we vary the length of the ltered sub-sequence and record the RRD scores. When the length is
close to 0, most of the states are ltered out and only a few states are left. When the length is appro@@¥ingthat before Itering, few
states are lItered out. When it is exactly 100%, there is no lIter. In (b), we vary the number of selected critical steps and perturb them.

First, we study the relationship between the delity and perturbing up to 6 (or 30%) steps, RRD scores of all explana-
the length of the Itered sub-sequence. As discussed in Section methods are below 1 for both applications, which means
tion 4.4, we use a step lter to Iter out the common non- they are ineffective. AlthougAIRSremains the highest RRD
important states before identifying the critical steps. Here, score, it also fails in this case. One possible reason is raised
we vary the length of this sub-sequence and record the RRDby the sensitivity of such applications. They can not tolerate
scores in Figure 7. For sel sh mining, when the length is random actions in a long sub-sequence, which will lead to
in a reasonable range (e.g. betwdef and2=3), the RRD early termination, regardless of whether the sub-sequence is
scores remain high and is not very sensitive to the changecritical or not. Thus the explanation for those security appli-
in the length. In this case, the explanation methods perform cations should focus on the single-step or a short sequence,
well and have high delity. However, when the length is ap- which is also helpful for expert analysis.
proaching 0, the RRD scores drop quickly below 1. This is
because most of the states are Itered out, including those - .
important states. It also shows that using correlation alone /  Ulility of Interpretation
cannot capture the critical step well. Finally, we can nd

that as the length is increasedi00% the RRD scores also In this section, we discuss the utility of the interpretation gen-
drop quickly for all explanation methods. In this condition, ©rated byAIRS With a series of case studies, we illustrate

no pre-selection is used and the explanation performance ig'oW the generated explanation can help with security applica-
degraded. In safe driving, onIRSshows a similar trend, tions that depend on deep reinforcement learning (DRL). We

whereas other methods have little variations under different 9roup the case studies into three main utility scenarios:

Iengths._Th|s mqllcates they cannot correctly select the critical Agent Behavior Understanding.The goal is to provide
steps with or without the step lter. . ) :

a deeper understanding of the agent behaviors using the
explanation results. By highlighting the critical steps in a
long sequence of actiond)RScan help developers to ex-
amine whether the agent behavior follows their intuitions

Second, we would like to analyze the performance when
more steps are identi ed. For sel sh mining, we select the
most important sub-sequence with one to six steps following .
the sub-sequence identi cation for safe driving and malware ~ ©F design goals.
mutation. For safe driving, we perturb up to 30% steps. As Policy Debugging.Through explanation, developers can
we can observe from Figure 7, generally, when the number of  debug the errors of the policy network, and potentially
perturbed steps is increasing, RRD scores drop quickly. When  improve the performance of the DRL agent by patching



Episode Reward Cost Success Rate State ID State Patch Result  Positive Impact

Before Retrain 278.94 0.1 0.8 1 [2,1,2] +0.187 Yes
After Retrain 298.90 0.0 1.0 2 [3,3,2] -0.443 No
. B N 3 [4,3,2] +0.271 Yes
. 0, 0, 0,

Diff. 7:15% 100%# 25% 4 [4.3.0] -0.240 NoO
. 3,2,2 -0.064 No

Table 2: Retrain Results—Retrain results in safe driving after [ ]
interpretation. Final (Patch states 1 and 3) +0.301 Yes

problematic states. Table 3: Patch results—Patch results in sel sh mining without

retraining. The patch result is the average reward change compared

» Application Debugging. When the generated explanation
PP 99ing g P to the original average reward.

contradicts with human understanding, it may indicate
bugs at the application level (e.g., the design of the DRL
agent). This could be more serious compared with speci ¢ Safe Driving. For safe driving, we try to us&lRSto improve
problems in the learned policies. the learned policies. The high-level idea is to ¥dBRSto
identify critical time steps and only re-train the model on
these critical time steps. The intuition is that if the agent can
perform better during these critical time steps, they should
have a much better overall performance.

7.1 Agent Behavior Understanding More speci cally, we replay the collected episodes and

We use safe driving and network lateral movement to demon-Sa@mple the most important time steps identi edAliRSto
strate how explanations can help developers better understando'm & dataset for retraining. We test the retrained agent for

the model behavior. Figure 8 shows two examples. The color 200 €pisodes and show the average result in Table 2. The
bar indicates the importance score (the importance score in@verage episode reward is the sum of the driving reward, and
creases as the color turns from yellow to red). the average cost means the driving penalty for collisions and

Safe Driving. Figure 8(a) shows one example to explain why violations of traf ¢ rules. The success rate is the rat.io qf
a particular driving episode is successful. In this example, SL_JccessfuI_rL_ms (where the vehicle arrives at the destination
AIRShighlights a few time steps when the vehicle is passing Without collision) out of 500 runs. We observe that before re-
by traf ¢ barricades and deems them as the most importanttra'“'”gv the agent has_ a small probability to receive a dr_|v!ng
steps. This explanation matches with human intuition as the Penalty and fail to achieve the goal. However, after retraining
success of the episode can be attributed to the success " the selected critical time steps, the agent can drive more
avoiding collisions when passing by these traf ¢ barricades. safely without collision or traf c rule V|_olat|on. The success
Hypothetically, if the vehicle were to collide with the obsta- 'ate becomed00%and the mean episode reward is much
cles, it will not only get the collision penalty, but also lose the Nigher than before. The result con rms the utility value of
arrival reward even if it can arrive at the destination. Overall, "étraining over selected critical time steps.

the explanation shows the expected behaviors of the agent. Sel sh Mining. Different from safe driving, we show that we
Lateral Movement. Figure 8(b) shows an example of the lat- can utilize the explanation to debug the agent direwithout

eral movement against a random-graph. It illustrates how theretraining the modelThe high-level idea is to analyze the
agent discovers and connects to the nodes in the network. Theeritical steps and then introduce hard-coded rules to patch the
red nodes are controlled by the attacker and the blue nodes arerrors of the agent. Table 3 lists 5 most frequently selected
newly discovered nodes at a given time. The solid arrows rep-states bYAIRS sorted by the frequency (e.g., st§gl; 2] has
resent existing successful connections and the dashed arrowhe highest frequency). While these states are considered im-
represents discovering new nodes. The explanation generategortant, they can either have a positive in uence or a negative
by AIRSindicates the last two time step is the most critical in uence onthe nal result. To improve the agent, we rst ex-
steps. Recall that in the reward design, taking ownership of amine these states one by one to determine the direction of the
the whole network can bring a huge positive reward. With in uence if we patch it. More speci cally, for each state listed
this in mind, this interpretation conforms to the application in the table, we run a simple experiment. When the agent sees
design. The DRL agent tries to take ownership of the whole this given state, instead of taking the action computed by the
network to receive this huge reward. policy network, we let the agent take a random action that
different from the agents original action. When the agent sees
other states, it still takes the actions suggested by the policy
network. We record the average reward and compare it with
Next, we present case studies for safe driving and sel sh the original reward. The reward change is reported in Table 3.
blockchain mining to perform policy debugging wiiRS As shown in the table, patching the action for sf@d; 2]

In the following, we present case studies for different applica-
tions, prioritizing the interesting and unexpected results.

7.2 Policy Debugging.



(a) Safe Driving: the green rectangle represents the car controlled by the DRL agent and the red squares represent the obstacles on the road

(b) Lateral movement The attacker starts with one node and makes lateral movements. The red nodes are compromised nodes and the blue nodes
are newly discovered nodes by the attacker. The solid arrow denotes a successful connection and the dashed arrow denotes discovering new nodes.

Figure 8: Example Interpretations—Example interpretations for safe driving and lateral movement. The colored bar under each gure
denotes the importance score of the time step derivellB. The importance score is higher when the color goes from yellow to red.

(a) Original Episode

(b) Manipulated Episode

Figure 9: Example Interpretation for One Episode in Lateral Movement—The top gure shows the original episode and the

step framed with a red rectangle is the critical time step identi ed\byS. The bottom gure shows the manipulated episode. We replay the
episode until reaching the state with the blue background and replace the next action with a random action. Then the following actions are still
computed by the policy network.

and[4; 3;2] can bring positive reward changes. To this end, can help to inform and correct application design mistakes.

we design the nal solution which is to patch both states. This | gteral Movement. During our analysis, we nd the expla-
leads to a higher reward change (+0.301) as shown in thenations of certain episodes are counter-intuitive. Figure 9(a)
last row of the table. In this way, we can simply improve the ghows one of such examples. For this ratRSselects one
agent's performance without retraining. Note that it is possi- jntermediate time step as the most important time step. To
ble to leverage available domain knowledge to guide action ;g rm this state is indeed critical, we perform the delity
selections and further improve the patching performance.  gyalyation as shown in Figure 9(b). The action in the selected

Compared to the re-training mechanism introduced above critical state (with blue background) is replaced with a random
patching is more lightweight. With limited computational action. After that, the DRL agent continues to take actions
resources, for tasks with small/discrete action spaces, patchindhased on the policy network for the following states (yellow
is an alternative to re-training. However, for policies with packground). Interestingly, after replacing a single action for
large/continuous action spaces, it is hard to randomly searchthe selected state, in the new episode, the agent successfully
for proper patching action without guidance. took over the entire network and achieved the goal.

If we take a closer look at the original episode in Fig-
ure 9(a), we nd that the agent keeps launching attacks against
the already compromised nodes instead of further discover-

By analyzing critical time steps, we can obtain a better un- N New nodes, and thus fails to take control of the whole
derstanding of the agent behavior. However, sometimes theh€work.AIRSsuccessfully identi es this “trap” state as the
identi ed time steps are not well aligned with human under- Mostimportant contributor to the nal result.

standing or the application design. Using the case of network We further analyze this “trap” state, and eventually corre-
lateral movement, we illustrate how the explanation results late this behavior with two potential bugs in the reward design

7.3 Application Debugging



	Introduction
	Background
	Modeling an RL Problem
	Learning a DRL Policy

	DRL Explanation Methods and Limitations
	Proposed Technique
	Research Problem & Assumptions
	Basic Idea & Challenges
	Our Method
	Other Critical Design
	Proposed Explanation Algorithm

	Representative Applications
	Experiments
	Experimental Setting
	Baseline Methods
	Evaluation Criteria

	Experiment Results
	Ablation Study

	Utility of Interpretation
	Agent Behavior Understanding
	Policy Debugging.
	Application Debugging

	Discussion
	Conclusion
	Additional Descriptions of Security Applications
	Additional Experimental Setting
	Exhaustive Search

