PATROL: Provable Defense against Adversarial Policy in Two-player Games

Wenbo Guo'; Xian Wu?* Lun Wangl, Xinyu Xingz, Dawn Song1
L UC Berkeley, > Northwestern University
{henrygwb, wanglun, dawnsong} @berkeley.edu, {xianwu2024, xinyu.xing } @northwestern.edu

Abstract

Recent advances in deep reinforcement learning (DRL) takes
artificial intelligence to the next level, from making individual
decisions to accomplishing sophisticated tasks via sequential
decision makings, such as defeating world-class human play-
ers in various games and making real-time trading decisions
in stock markets. Following these achievements, we have
recently witnessed a new attack specifically designed against
DRL. Recent research shows by learning and controlling an
adversarial agent/policy, an attacker could quickly discover a
victim agent’s weaknesses and thus force it to fail its task.

Due to differences in the threat model, most existing de-
fenses proposed for deep neural networks (DNN) cannot be
migrated to train robust policies against adversarial policy
attacks. In this work, we draw insights from classical game
theory and propose the first provable defense against such
attacks in two-player competitive games. Technically, we first
model the robust policy training problem as finding the nash
equilibrium (NE) point in the entire policy space. Then, we
design a novel policy training method to search for the NE
point in complicated DRL tasks. Finally, we theoretically
prove that our proposed method could guarantee the lower-
bound performance of the trained agents against arbitrary
adversarial policy attacks. Through extensive evaluations,
we demonstrate that our method significantly outperforms
existing policy training methods in adversarial robustness and
performance in non-adversarial settings.

1 Introduction

Deep reinforcement learning is one of the heated topics in
both academia and industry. Its goal is to learn a policy that
controls an agent to take a sequence of actions and fulfill a task
in an environment. Guided by the policy, the agent interacts
with the environment and receives rewards, indicating how
well the agent performs. The policy learning objective is
to maximize the cumulative reward of the agent. Based on

*Equal Contribution.

this objective, existing research proposes the Proximal Policy
Optimization (PPO) algorithm [64], which has demonstrated
great success in training powerful agents for single-player
reinforcement learning tasks (e.g., Atari games [2]).

Going beyond the single-player setup, a more challenging
task is the two-player competitive setup, where the goal of
both players is to receive more rewards than their opponents.
Recent research [5] proposes a self-play mechanism that lever-
ages PPO to train a policy against itself in the two-player
game. This framework has dominated the policy training in
various RL environments, ranging from simulation games
(e.g., MuJoCo [5], Roboschool [55]) to Real-Time Strategy
(RTS) games (e.g., Dota 2 [54] and StarCraft II [69]).

Inspired by the great success of RL in two-player games,
researchers recently started to exploit its security risk and pro-
pose a new adversarial policy attack [25]. Different from other
attacks that make an unrealistic assumption (i.e., allowing per-
turbations to the policy input/output), this attack [25] trains
an adversarial policy to interact with the victim player, mis-
leading the victim to take non-optimal actions and forcing the
victim to fail its task. Following [25], a recent research [84]
proposes another method to train adversarial policies with
stronger adversarial exploitability. Due to the differences in
problem assumptions, most defenses against attacks in DNNs
or other attacks in DRL can not be migrated to defend against
adversarial policy/agent attacks [25, 84]. As discussed later
in Section 4.1, the only applicable defense (i.e., adversarial
retraining) can be easily bypassed by adaptive attacks.

In this work, we take an entirely different design path from
existing techniques and propose a novel and provable defense
against adversarial policy attacks. Technically, we first trans-
form the robust policy training problem into searching for the
optimal policy for both players at the Nash equilibrium point.
We analytically show that a policy at the NE point is also
a robust policy with a guarantee of its lower-bound perfor-
mance against arbitrary adversarial policies. Then, leveraging
the perturbation-based optimization framework, we design a
novel policy training method that optimizes toward the NE
point. Finally, we theoretically prove that our method guar-



antees the asymptotic convergence to the NE point and thus
guarantees the robustness of the trained policy. Leveraging
a distributed learning framework Ray [39], we prototype our
proposed policy training method and name it as "ProvAble
defense againsT AdversaRial pOLicy" (for short PATROL).

We extensively evaluate PATROL on multiple two-
player competitive games, ranging from simple matrix-
form and Euclidean games to complicated robot simu-
lators (e.g., MuJoCo [72]) and real-time strategy games
(e.g., StarCraft IT [69]). We demonstrate that PATROL is supe-
rior to state-of-the-art policy training methods (i.e., fictitious
play [11] and self-play [5]) in the following aspects. First,
PATROL is more effective in searching for the NE points in
different types of games (e.g., games with discrete or continu-
ous action space, games with convex-concave or non-convex
non-concave value function). Second, the policies trained by
PATROL demonstrate stronger capability in non-adversarial
settings. Finally, PATROL significantly outperforms existing
methods in defending against existing adversarial policy at-
tacks. To the best of our knowledge, this is the first work that
learns robust policies for different two-player competitive
games and the first work that provides a certified robustness
guarantee against adversarial policy attacks.

In summary, the paper makes the following contributions.

* We show the policy at the NE point is the robust policy.
Guided by this discovery, we propose PATROL,' a novel
robust policy training method.

* We theoretically prove that PATROL is guaranteed to con-
verge to the NE point and thus provides certified robust
policies against arbitrary adversarial policies, even in
games with non-convex non-concave value functions.

¢ We demonstrate, analytically and empirically, that com-
monly used defenses are insufficient in providing cer-
tified robustness guarantees and thus can be easily by-
passed by adaptive attacks.

¢ We compare PATROL with state-of-the-art policy training
methods in various environments and demonstrate its
superiority in adversarial robustness and performance in
non-adversarial settings.

2 Background

As is depicted in Figure 1a, the players in a two-player com-
petitive RL environment observe the current environment
state and take action simultaneously. The environment then
transits to the next state and rewards each player based on
their performance at that step. The goal of both players is to
learn an optimal policy that maximizes its long-term reward.
Deep reinforcement learning models the player’s policy as a
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DNN, which outputs its next action, given its observation of
the current environment. In the following, we will formally
model a two-player competitive RL task, followed by the
state-of-art method for training DRL policies in such tasks.

2.1 Two-player Zero-sum Markov Game

A two-player competitive RL environment is typically
modeled as a two-player zero-sum Markov game [91].
Formally, a two-player Markov game is defined as
(NS {AY P {R}ien > 0), where N = 1;2 denotes the
players. S denotes the state space observed by both players,
A represents the action space of player i. Let the joint action
A=A!xA2 P :S xA — D(S) denotes the state transition
of the environment. R': S x A — R is the reward function
for player i. The game is a zero-sum game if ;Ri(s;a) =0
for any state-action pairs, indicating the gain of one player is
exactly the loss of the other. g € [0; 1) is the discount factor.

At each time step 7, each player takes an action a/ based
on the current state s;,. Driven by both players’ actions, the
system then transits to a new state s;+; and rewards each
player with an instant reward /. As mentioned above, the
player’s goal is to maximize its long-term reward, by learning
an optimal policy p’. The long-term reward of the i-th player
when the player plays the policy p’ and its opponent plays the
policy p~* is defined as the state-value function.

i — ) Ipife « 0 - — -
Vpi;p,f(s) = Eagwpi;afpr—i[pog R'(st;ar;80+1) |50 = 5], 1)

where a; = al x a; ! represents the joint action. Accord-
ingly, the action-value function of player i is defined as

p, o .(s;0) = Ri(s;a) + gEy p[VL. - .(s)]. Note that a
player’s state-value and action-value functions depend on
not only its own policy but also the other player’s policy. This
indicates that to obtain optimal performance in a two-player
game, a player should choose their policy by considering the
choices of their opponent. A common solution for two-player
games, Nash equilibrium, is defined as [6]

Definition 1 A Nash equilibrium of a two-player competitive
Markov game is a joint policy p. = {pi;p;*}, such that for
anysc€Sandic N, V’ _,(s) Vl, _,(s)for any p'.

NE states that, for each player i, p’ is its optimal policy when
its opponent plays the policy p; . This also can be expressed
as p; is the i-player’s best response to its opponent’s policy
p, ' because V’ o (s) > Vi _.(s). At a NE point, both play-
ers are playlng thelr 0pt1ma1 pohcy and have no incentive to
update their policy further. As such, a NE point is a stable and
optimal point for both players. For finite games, NE always
exists but may not be unique [6]. Note that we typically take
the absolute value of the reward when computing the value
for the player with a negative reward.
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policy thanpgg. To stabilize the training, it also constrains
the policy update ratio; within a certain trust range. By
solving Equation (2), a new poliqy, with less performance
variance can be obtained. As mentioned above, integrating
PPO into the self-play framework enables decent performance
for sophisticated two-player environmenisd.,MuJoCo [5,

21], Roboschool [55], and hide-and-seek [56]).

3 Existing Attacks and Problem Scope
(a) Two-player game. (b) Self-play mechanism.

_ _ _ _ 3.1 Existing Attacks in Two-player Games
Figure 1: lllustrations of with the Roboschool Pong environ-

ments [55]. “Obs." stands for observation. Threat model. An attacker treats one player as the vic-
tim player, xes its policy, and trains the other player
2.2 Self-play with PPO (i.e.,adversarial policy/agent) to win the game. This setup

hers in th h q it h q simulates a real-world scenario where a game vendor releases
Researchers in the game theory and RL community have deyeta 1t RL agents to play with human professionals or other

signed various techniques to r]d NESs in two-player Z€ro-sum game botsé.g., [52,66]). An attacker trains an adversarial
Markov games. Most are designed for simple environments policy to exploit the weakness of the default Al bot and thus

with a discrete action space [1, 3, 95] or require accessingyeisjvely win the game. Note that, different from other at-

the state-transition function [4,10, 24, 38, 49]. The state- 5.4 29 62] against DRL, this threat model does not assume
of-art technique for sophisticated environments with CONtin- 44 ckers have the privilege of manipulating either the envi-
uous action spaces is self-play with policy gradient meth- o, an¢ or the victim agent's policy network. As is discussed

ods [5, 44, 60]. in [25, 84], this makes the attack more practical in that an at-

Self-play. Motivated by the ctitious play method, recent .y or ng longer needs to put tremendous effort into hacking
research [66] proposes to train policies in multi-player RL by the RL engine or varying the physical world. In addition, we

playing the player against themselves. As demonstrated ing, oy 125 84] and set up a black-box attack scenario, where
Figure 1b, in a two-player environment, the self-play leaming o, atacker can only access the public-observable information
process starts by randlomly initializing t.he same policy for ahout a victim (.e., observation, action, and instant reward)
both players and selecting a player to train the policy. In each , + ot jts policy network internals. Under this setup, the
training iteration, it updates the policy of the selected player .o kers goal is to train an adversarial policy to beat the
and the_n_coples the updated (latest) poh_cy to the other player, i i in the corresponding game.
The training process ends when the winning rates of both play-p55_pased attack. Gleaveet al. [25] propose the rst at-

o @i .
ers converge to arourl1ccji 50%. dSlL\eIraI. [?6] s.how;sr:hat Rl | tack under this threat model. This attack rst xes the victim
trammg strategy could even defeat professiona uman p ay'policy and treats it as part of the environment for the adversar-
ers in the GO game. FO,IIOW'UP researc_h [5,94] discovers thatial player. Then, it uses the aforementioned PPO algorithm
other than the latest policy, training against randomly selected, . it - adversarial policy. By using this simple method

or:der vfersions of éhefftr?ineof[r policy Cf(?UId. furfther imprl(()\f/e to train adversarial policies, Gleae¢al. show the obtained
the performance. Seli-play offers an effective framework for policy could defeat the victim player in MuJoCo games [72].

policy .trainin.g. U”def this framework, it is. also necessary Although an adversarial policy trained by this method some-
to demdg \.Nh'(f\h algonthm to use for updating the policy in times defeats the victim, its overall winning rate is low. As
each.trglnlng |tera}t|on. Recent quks 5, 1.2] shovy that .for demonstrated in [84], PPO algorithm is originally designed
sophisticated environments, PrOX|m_aI Policy O_pt|m|z_at_|on to train a normal policy and has less guidance for one player
.(PP.O) [21,64], the state_-of-art tec_hnlque for policy training to identify the weakness of its opponent's policy. As such, di-
in single-player RL, pro‘wdes_, the highest ef cacy. rectly applying PPO gives a policy with limited exploitability
PP.O models a player's policy as a DNpy(ajs), parame- and thus results in a low winning rate.

terized byq. To resolve the parameter, PPO proposes theAction deviation attack. To tackle the limitations above, Wu

following objective function et al. [84] design a novel objective function to train the adver-

argmax Eas) pog[Min(elip(ri;l g1+ eAcriA)l: sarial policy. This objective function combines the PPO loss
(= Pa@IS) gy ©) (Eqn.(2)) with an action deviation term to explicitly disturb
Pold(ajs)’ e the victim player. This term maximizes the action difference
Here,pqiq is the old policy, andh,(a;9) = Qp(s,a)  Vp(9) of the victim player with and without facing the adversarial

is the advantage function [63]. This objective maximizes the player. The insight is that an adversarial player could in u-
advantage function, which encourages searching for a betterence its opponent's future actions via its own actions. By



imposing maximum in uence upon the victim's actions, the adversarial retraining [26] and randomized smoothing [18]
adversarial player could force the victim to take a series of are the most widely used method for empirical and certi able
non-optimal actions and thus reduce its collected reward. As defense. Randomized smoothing is not applicable to our prob-
is shown in [84], adversarial policies trained by this attack lem because our threat model does not allow perturbing the
achieve a much higher attack success rate than those trainednvironment. As such, existing defenses [27, 84] under our
by the PPO algorithm [25] in both the MuJoCo You-Shall- threat model follow the idea of adversarial retraining. Speci -

Not-Pass game and the Roboschool Pong game [55]. cally, suppose the defender (game vendor) releases a policy
pY for the playewv in a two-player zero-sum game. An attack
3.2 Our Problem Setup then launches an adversarial poligd/for the opponent player

a, which successfully defeats the victim poligy. Follow-

Assumptions for defenders. First, similar to the attacker, ing adversarial retraining, this defense rst plgysagainst
we do not assume the defender (or game developer) couldp? and collects a set of episodes. Then, it retrghsvith
manipulate the environment. As discussed above, this isthe collected episodes. As is shown in [27,84], the resulted
important for the proposed defense to be physically realistic policy p¥ could outperfornp®. However, this defense could
and generalizable to real-world RL environments. Second,be easily bypassed by training a new adversarial pgifcy
we also do not assume the defender has prior knowledgeagains¥, such thafi® achieves more reward th@d when
about the attack it will face. As such, the defender cannot playing againsp’. Actually, as demonstrated in [27], existing
pretrain a defense policy based on a known attack. Third,defenses are only effective against the target agp&dbut not
we do not assume the defender could access or disturb then arbitrary oned.g.,p?).
training process of the adversarial policy. Instead, we allow  Motivated by this limitation, we propose another possible
the defender to update the victim policy periodically after solution — iteratively adversarial retraining, i.e., iteratively
observing a large number of losses. To update the policy, thetraining the victim and adversarial policies against the cur-
defender could collect game episodes of the victim player rent adversary and victim. Intuitively, this iterative process
playing against the current or previous opponent and then usemay keep searching for better policies for both attacker and
the collected episodes to retrain the victim policy network.  victim and thus give a robust policy that could defend against

With the above assumptions, our goal is to train a defensethe strongest attacks. After rigorous analysis, we found that
policy for each player in the two-player game, which guar- this is not a feasible solution. In Appendix A.1, we analyti-
antees a lower-bound performance agaarst unseerad- cally show that the iteratively adversarial retraining can not
versarial policies. We also want this policy to preserve its guarantee convergence even for simple two-player zero-sum
generalizability in non-adversarial settings. This is equivalent environments. In Appendix B, we further demonstrate that
to nding a policy with an optimal worst-case performance. iteratively adversarial retraining is hard to converge, and its
Using this policy as the default policy, game developers could policies are still vulnerable to adversarial policy attacks.
guarantee their worst-case reward is bounded when facing
arbitrary attacks. Note that we consider the real-world RL en-
vironments where the state and action spaces can be discret
or continuous and the state-transition function is unknown.

4.2 Overview of the Proposed Technique

So far, we have shown that the naive solutions derived from
adversarial defenses for DNNs cannot train robust policies.
4 Key Technique Motivated by these failures, we design a novel defense mecha-
nism. Instead of relying on adversarial retraining, which only
To achieve the goal speci ed above, we design and develop nds a local optimal around the currently explored policy
PATROLAt a high level, we rst model robust policy training  space, we draw insight from classical game theory and design
as nding a Nash equilibrium in a two-player zero-sum game. a training algorithm to directly nd a robust joint policy in the
Then, based on classical game theory, we design a noveglobal space. As we will show later in Section 4.4, the joint
policy training algorithm. Finally, we theoretically prove that policy is guaranteed to be robust against arbitrary attacks on
policies trained by our algorithm are robust against arbitrary both players in two-player zero-sum games. In this section,
adversarial policy attacks. In the following, we start with we provide an overview of our proposed technique.
some naive solutions and discuss their limitations. Then, we Insights behind our design. As speci ed in Section 3, our
introduce our proposed method, followed by the theoretical goal is, for each player, to nd a policy with an optimal worst-
analysis of the robustness guarantee. case (lower-bound) performance against arbitrary adversarial
policies trained by existing attacks [25,84]. This is equivalent
to searching for a point in the joint policy space such that one
player' policy is the best responsie(, strongest opponent) to
Existing research has proposed a large number of adversaiits opponent player's policy. At such a point, for each player,
ial defenses for DNN classi ers. Among these techniques, its opponent player's policy is the best response to the player's

4.1 Possible Solutions and Limitations



current policy, meaning the player is playing in the worst-case Theorem 1 (Minimax Theorem [20]) In any nite, two-
scenario. At the same time, the player's policy is also the player, zero-sum game, at any Nash equilibrium, each player
best response to its opponent player's policy, indicating it has receives a payoff that is equal to both its maximin value and
already achieved the optimal performance in the worst-caseits minimax value.

scenario. As such, each player achieves its optimal worst-case o ) ]
performance at this point. Recall that, as stated in De nition 1, Hére, the maximin value of thei-th player is

at a Nash equilibrium point, the policy of each player is the Ma%imin, i V!(p';p '), where p ' is the policy of
best response to the other player. As suckining robust the oppone_nt player. Maximin vall_Je is t_he highest k_)ng-term
policies with optimal worst-case performance is equivalent "éward thei-th player could receive without knowing the

to nding a Nash equilibrium point in the corresponding Other players policy. The minimax value is de ned as

two-player zero-sum game min, imax, V!(p';p '). Itis the lowest long-term reward the
Formally, at a NE poin{p?; p?), we haveVi(pl;p?) opponent player could force thigh player to receive without
Vi(ptpd) E;ndVZ(pl.pZ) V'z(pl’.pz)_z Given tha’ltvl - knowing thei-th player's policy. Based on Theorem 1, we

V2 (since the game is zero-sum), we have can obtain the following corollary.

Corollary 1 Given a joint policy(pt; p?) of a two-player

171 A2 171, A2 1Al A2) -
VAIpTpY)  VAHpTRY) ViHPTRY): 3) zero-sum game, as long as the following conditions are satis-

. L . . . ed
The right half of this inequality states thpt is the policy 1o\ . PR
that forcesp! to receive the lowest long-term reward, indi- (p*;p) = argmay argmin,2V=(p*; p°) ; )
catingp? is playing against its strongest opponent and thus and
is in its worst-case scenario. The left half of E¢8) then (pt;p?) = argmirbzargmamlvl(pl;pz): (5)

shows thap? is the policy that receives the highest long-term
reward againsp?, meaningp! achieves the optimal perfor-

mance in the worst-case scenario. As such, by Plapihg The proof of this corollary is straightforward. If the conditions
for the 1st player, we could %uazrantee the player's optimal 5,6 satis ed, playing the joint policgp®; p?) could achieve
worst-case performance W$(p’; IOZ)- Iiorzthe 2n2d pllay;ar, W€ the minimax value and the maximin value of the 1st player.
cguloi dezrlve a similar meggahtw (P%p9)  VApPSP) Giventhatv?= V!, we havemax,:min,V(p';p?) equals
Ve(p;p .), showm_g thap“ is the robust policy for t?e 22nd to minplm%zvz(pl; p?), showing the maximin value of the
player with the optimal worst-case performancé/é('p P 1st player is the minimax value of the 2nd player. Similarly,
To further explain why policies at the NE point are ro- he minimax value of the 1st player is the maximin value
bust policies, we again take for example the real-world game ¢ the 2nd player. As suctfpl:p?) achieves the minimax
scenario Enentloned in Section 3. Suppose the game vendojja e and the maximin value for both players. According to
releaseg” as the default policy for the 1st player. In our Theorem 1, the payoff of each player at any Nash equilibrium
threat n;odel, an attacker will then try to train a poligyto point is equal to its minimax value and the maximin value.
defeatp™. Accord!zng to Eqn(3), the best policy the attacker (p*; p?) corresponds to a joint policy at a NE point.
can search for ig=. In otrl1er words, thg. attacker cann?‘t nd " 1o petter explain the insights behind Corollary 1, we derive
a stronger opponent fa~ other tharp®, showing thap™s Egn.(3) from the conditions in Corollary 1. Speci cally, sup-
worst performance is bounded and thus is robust against adpose solving the inner optimizatianin 2V1(pL: p?) of the
versarial attacks. Similarly? is the robust policy for the 2nd Eqn. (4) gives a class of policp? = g(gl) which is repre-
player. As such, by nding a NE point with a joint policy  gented as a function of-. Sinceg(pl) = argmirbzvl(pl;pZ)'
(p;p?), we could achieve a robust policy for both players we havev1(pt;g(pd))  V(p:p) for anypd. Thatis,g(pl)
in the game. Baisedion the analysis above, we can de ne g the class of policies for the 2nd player that forces the 1st
pair of policies p';p ') as robust policies if they satisfy the  jayer to receive the lowest long-term reward. Then, sup-
condition in Eqn.(3), and the corresponding lower bound pose further solving the outer optimizatima&)lvl(pl;pz)

performance for each player\ié(p‘;p ). o gives p!, Pluggingp! into the inequality above, we have
Theoretical foundation for training robust policies. VipLgpl) Vi(pl;pd). Similarly, solving the inner

Through the analysis above, we transform the problem of optimizationma&lvl(pl;p2) of the Eqgn.(5) givesh(p?),

training a robust policy into searching for a NE pointin a \yhich satis esvi(h(pd):pd) V(p':p?) for anyp2. Then,
two-player zero-sum game. To learn a NE point, we seek thesupposepz — argmirbzvl(h(pz); p) is the solution of the
theoretical foundation from classical game theory and nd g ter optimization of the Eqr{5), we havev(h(p?): p?)

the following theorem to guide our training algorithm design. V1(pL:p?). So far, we have the following inequalities

2we denote two players in the game as the 1st player and the 2nd player. 1,1 1 1,.1..2
Vvi(pl;p?) = V(tl_pz)(s) is the value function of the 1st player under the joint Vi(p5a(P)) VH(p5p9);
policy (p;p?). Vih(p?);p?)  ViHPhP?);

(p%; p?) is the joint policy at a NE point.

(6)



where the joint policyp*; g(pt)) gives the maximin value of By solving the Eqn(7) with a gradient-based optimization
the long-term reward and the joint poli¢(p?); p?) gives method, such aBDANB2], we could obtain an approximated
the minimax value. If we could achieve thalt= h(p?) and value function for the 1st player under the joint polySince

p? = g(pl), the joint policy(p!; p?) gives the maximin and  the game is zero-sum, the value function of the other player
minimax value at the same time, i.e., satisfying the conditions can be simply approximated by (s).

in Corollary 1. Besides, whep! = h(p?) andp? = g(pl), Proposed robust training algorithm. With the approxi-
Eqn.(6) is equivalent to Eqn(3), indicating(p*; p?) is the mated value function, we then use it to learn the joint policy
policy of a NE point. As such, if a joint policy satis es the at a NE point. Recall that Corollary 1 gives two conditions
conditions in Eqn(5) and Eqn(4), it reaches a NE pointand  for achieving a NE point, where each condition is an op-

thus is a set of robust policies for both players. timization function. Recent research [13] proves that if a
function f(x;y) is convex-concave (convex ¥iand concave
4.3 Proposed Policy Training Algorithm iny)and f(x;y) is concave-convex (concavexmnd convex

_ _ _ _ iny), argmaxargmin,  f(x;y) = argminargmay  f(xy).
Corollary 1 provides high-level guidance for learning a NE |, our problem, if the value functiow2(p®; p?) (i.e., V(s))
point in a_two-player zero-sum game, i_.eojving a joint pol- is convex-concave andl(p';p?) is concave-convex, we
icy that gives the minimax anld maximin Iong.—te.rm reward at ~on solve only one optimization functiohe(, Eqn. (4) or
the same timeAs mentioned in Sephon 2, ex!stlng researqh Eqn.(5)). The resulted policy is the also the solution of the
has proposed a large body of policy searching and learningqiher optimization function and thus is the joint policy at a
methods to nd the NE policies in RL environments with @ - \g noint, However, in sophisticated games with continuous
discrete action space and a known state-transition functiontion and state space, the true value function is neither con-
However, for sophisticated RL environments with continuous .ove nor convex, letting along the function approximated by
action and state space and an unknown state-transition funcz pNN. Recent research [31,94] demonstrates that without
tion, it is still challenging to learn th_e NE policies. Spec_|_- the convex-concave property, solving only one optimization
cally,_there are two challenges: (1) Wlt_hout the state-transition ¢,nction in Corollary 1 cannot guarantee to nd a NE point.
function, we need to nd a way to estimate the long-term re- 14 reach a NE point from a non-convex non-concave value

ward; (2) we need to design a novel optimization framework function, we still need to nd a joint policy which satis es
that resolves the maximin objective function in E¢f).and both conditions in Corollary 1.

the minimax objective function in Eq() at the same time. To achieve this, we borrow the idea from the perturbation-

In this section, we discuss how to tackle these limitations and based optimization framework [34,53]. This framework is

introduce our propose_d pqlicy training glgorithm. . original proposed to nd a saddle poifx ;y ) for an arbi-
Long-term reward estimation. As mentioned in Section 2, trary functionf (x y), suchthaf (x;y ) f(x 1y ) f(x :y).

the long-term reward of a player is represented as the stater, Jur problem, this is exact the condition at a NE point

value' function de ned i'n. Eqn(l).' It is clear that without (Eqn.(3)). Ata high level, to nd a saddle point, this frame-
knowing the state-transition functid®, we can compute the work simultaneously solves the minimax and the maximin

exact value of the I.O ng-_term reward from _Et@). Insp|red by_ optimization and reduces the difference between the minimax
the reward approximation methods in existing policy Iearnlpg and maximin value, leading the solutions of both optimiza-
m_ethods [73], we propose to appr_ommatg the va_llge funguon tions to converge to the same point. More speci cally, it
with a deep neural network. Speci ca!ly, given a joint policy iteratively nds perturbed points of the curren andv of

p, we de ne a DNNVh(S.’) to apprOX|mat_e the long-term the currenty, such thau is the locally strongest opponent of
_reward of the 1st player in the game. This network takes asy andv s the locally strongest opponentxofand updates
Input thg pl-ayer's pbservation of the current Stsdad outpgts andy againstv andu. As we will discuss later, this process
the prediction of the player's long-term rewargi(s). Totrain i ec the gap between the minimax and maximin value,

.thishapproximateé:i' valuefunctiom(s), éve |r|St rur;]the poligy h approximated byf (u;y)  f(x;Vv), guiding the optimization
In the corresponding environment and collect the ground trut process to converge to the saddle point.

Tl H _ | -al .l

training episoded = f Ofy; Ay MG 1vit= 1.7, Wheremt Motivated by this framework, we propose a novel policy
represents thieth time step in then-th episodesT is the total - . o

. . . : training algorithm to nd a Nash equilibrium in our problem.
number of time steps in one episode, &k the total number S v . o i

: As speci ed in Algorithm 1, we rst initialize a population
of episodes. Then, based on the Monte Carlo method [50], o . . .
of policies for both player (Line 2). In each iteration, for

we approximate the ground-truth long-term reward for the each pair of policie€pt:p2), we rst nd their strongest
"~ — 12 2T 1 . ki Mki/»

1st player at the stat asVi(s) = amak:td(rmk' Using opponents from the policy population, i.p‘z,i andpﬁi (Line

5&6). SinceVi(pipg)  Vi(pi:pg) andV i (pg:pi)

\7p(st) as the label fo¥,(s), we can learn the parameter of
Vi(pl;p2), we havevi(pl;p2) Vi(pl:p2). Then, we

Vi (s) by minimizing the following objective function
o . ~ 'y x the 2nd player's policy apZ and updatgy. After xing
% Vh(s) Vp(s)i*: (7) the policy of one player, the Markov game downgrades to a

=~

min 1
hM%



Section 5 further shows that policies trained by our method
are more robust than those obtained by self-play.

It should also be noted that the perturbation-based optimiza-
tion method mentioned above [34,53] are about general ideas
of perturbation-based optimization. We instantiate this idea
with our customized designs and enable a novel robust policy
learning algorithm, especially for sophisticated two-player
RL with unknown state transition, continuous state/action
spaces, and non-convex non-concave value functions.

Algorithm 1: Robust policy training algorithm.

: Input: Number of iteration$, number of inner loop
number of candidate policid§, episode sizé,

2. Initialize K pairs of policies(p&; pﬁ)kz 1K-

3: fori=1tol do

4. for k= 1toK do

5: Find the strongest opponent fpf; from f pZ gi_ 1,

i.e.,pg = argminVii(pi; PZ)
6: Find the strongest opponent fpﬁi from f p%igﬁz 1K>

[y

i.e.,pl= argma)ﬁlvﬁli(pﬁi; )

4.4 Theoretical guarantee

7: Updatepi; againstpZ using the PPO algorithm
with | iterations, i.e.p&(H 1 argmax;2( ;pZ) In the .nal part of this section, we proyide the thgoretical
8 Updatep?, againstpy; using the PPO algorithm analysis to prove that our proposed training algorithm guar-
with | iterations, i-e-pﬁ(p, y argminv2(pL;; ) antees to converge to a NE point. In other words, poli-
it . cies trained by our method are provably robust against ad-
o Update the value functiod; by solving Eqn.(7). versarial policy attacks. Formally, given a pair of polices
icl) enednfcci)rfor (p%; p?) obtained by our proposed method, we prove that

(p%; p?) asymptotically converges to a NE point, such that
Viphp?) e VipLp?) Vi(plp?)+ ewithe! O.

t Recall that the true value function is approximated with
a neural network, we rst present the following lemma to
guarantee that the approximation error is bounded.

12: Play each policy irf p&l Ok=1K against each policy in
fp&I Ok=1.k and select the strongest policy for each par
PG andpg;.

13: Output: the nal policy: pi, andp3,.

Lemma 1 Given an approximatiokj! of V! obtained from
single-player MDP, and the poligy: can be updated by using M %log% episodes, we have gv! Vi e 1 p.
the state-of-the-art PPO algorithm (Line 7). With the resulted
gorl (L ), Wi . The proof of this lemma is show in Appendix A.2. It states

1 1(hAl - A2 1rnl ‘n2 imi
Pigiryy» Ve havezv (pk.i’p"i)l v (p"(”,l)'g"i)' Similarly, that with a large number of episodes, the true value function
we also update;; againsip; and obtainpj;, 5), such that |4 e accurately approximated by a parametric function
VPG Pgie ) V(PG PE) (Line 8). After running this  with a high probability. With Lemma 1, we then present the
update process, we could obtain the following inequality from convergence guarantee in the following theorem.

the inequalities above ) o
Theorem 2 Under a bounded learning rate, a joint pol-

VPGP y) VPl VPP VRGP @) oy (plp?) learned fromVid by using Algorithm 1 satis-
This inequality shows that the gap betweeh(pl; p2) es the following inequalityv(p';p?) e Vi(p';p?d)
V1(pt; p2) keeps reducing as the iteration proceeds. SinceV(p';p?)+ e, for all p* andp?. Vii is a smooth and differ-
V1(pl; p2) approximates the minimax value in Eqf) and entiable function.

V1(pk; p2) approximates the maximin value in Ed#), this , , o ,
optimization process could reduce the difference between '€ Proof of this theorem is speci ed in Appendix A.3. Theo-
these two values and thus push the solution towards a NETEM 2 shows that the SO_IUt'On given by our r_nethod_ guarantees
point. After solving the new polices, we also update the value (© €ONverge to aapproximate Nash equilibrium point, where

function using the estimation method introduced above (Line €S the value function approximation error in Lemma 1. As
9). Finally, we nd the strongest policy for each player and analyzed in Appendix A.Z keeps decreasing as the number

output them as the nal policies for both players (Line 12). of training gp?sodes ?ncreases. Combini_ng this theorem with

Note that although both methods leverage the PPO algo-the analysis in Se_cUon 42 we theoretl_cally prove that our
rithm, our method is fundamentally different from the self- Method leams a joint policy at an approximated Nash equilib-
play mechanism in the following aspects. First, rather than UM point and thus provides a robust policy with a guarantee
training only the policy of one player and copying its policy of worst-case performance for each player, even when the

to the other player, our method updates both players' policies.vallue function is non-convex and non-concave.

More importantly, our method updates a current policy against

its strongest opponent and pushes the joint solution towards a5 Evaluation

NE point. As we will discuss in Section 4.4, our method is

guaranteed to converge to a NE point, while self-play cannot Throughout the evaluation, we seek to answer the following
provide such a robust guarantee. Our empirical evaluation inquestions:§ CanPATRO&nd the existing policy training



e Game Type| ID Value function Domains NE point

methods ( ctitious play and self-play) nd the ground truth e eSS T EE 52123 w0
inti i - - tric acti EA-C | T(xy)= X2+ 2xy 42+ 10k 6 cy2[ 50,50 4 0

NE point in different two-player zero-sum gamgs’Does B B B e O e .
PATROhetter converge to the unknown NE point than self- _asymmetric action spaceA-C'T 7y = ¥+ &y 27+ 24 | x2[0.50,y2[ 5001 | (4. -4)
. .. non-convex non-concavg A-S f(xy) = X% xy xy2[ 2,2 (0,0)

play in sophisticated games?Is PATROore robust than symmetric action spacgA-C | T(xy)= X_9¢ 27X xy2[ 5050 6.0

self-play under the PPO-based attack [25]% PATROMore

robust than self-play under the action deviation attack [84]? 12aple 1: The Euclidean games used in our evaluation. “S”

and “C” stands for the simple and complicated game.

5.1 Experiment Setup Euclidean games. For each type, we construct a simple and
complicated game following the method in [76]. The simple
game has a limited domain and a NE point near (0, 0). The
complicated game has a larger domain and a NE point that is

state/action space and a convex-concave value fundkion, relatively far from (0, 0), indicating they are not that easy to

two Euclidean game with asymmetric action spacewo Eu- € found. Table 1 shows the selected games.

clidean game with a continuous state/action space and a nonBaseline. As mentioned above, we select the state-of-art
concave and non-convex value function. All of these games Policy training method — self-play with PPO as the baseline
have a unique ground truth Nash equilibrium point. Using method. Besides the standard version (denoted as self-play),
these games, we evaluate whetR&TRO&nd selected base- We also consider two variations: 1) instead of randomly select-
line methods could converge to the NE pointin games with dif- iNg & previous policy as the opponent, we choose the strongest
ferent properties: discrete and continuous state/action spac®0licy as the opponent [74] (denoted as self-play-VA); 2) we
(A&A); symmetric and asymmetric action spade&(A); replace the PPO with a older but also widely used policy up-
convex-concave and non-convex non-concave value functiondating method A3C [51] (denoted as self-play-VB). Besides
(A&A). To answer question -1 , we select three types of self-play and its variations, we also consider a classical policy
games — four MuJoCo games [72]: You-Shall-Not-Pass and !earning method — ctitious-play [11]. Because of limited
Kick-And-Defend (with asymmetric action space) and Sumo- Scalability, ctitious-play is not applicable to sophisticated
Humans and Sumo-Ants (with symmetric action space); One environments. We will compare it witRATRO&n toy games.
Roboschool Pong game [55] (with symmetric action space); Evaluation metric. For the toy games, which do not have
the StarCraft Il game [69] (with symmetric action space). All a winning or losing criterion, we measure the reward of the
these games are sophisticated RL environments with a conplayers. For MuJoCo, Roboschool Pong, and StarCraft I,
tinuous state/action space and an unknown non-convex nonwe measure the winning rate of the players. In addition, we
concave value function. They are commonly used in academiarun each policy training proceddgimes with different initial

for evaluating RL algorithms, and self-play with PPO is the states and record the mean results. This process helps remove
state-of-art policy training algorithm in these games. In what randomness and access the stability of the training algorithms.
follows, we introduce the toy games. Fig. 5 demonstrates When comparing the adversarial robustness, we conduct a
the sophisticated games. The action spaces of all selecteghaired t-test to compaf@ATROWith the baseline with the
environments are continuous. best performance. We report the p-value, where a lower p-
Matrix-form gameWe consider the classical matching pen- value indicates a better statistical signi cance.

nies game [78], where each of the two players has onelmplementation. Recall thatPATROlequires training mul-
penny in hand. As the game starts, each player chooses taiple policies per player, which is computationally more ex-
turn its penny to head or tail. After making their choices, pensive than the self-play mechanism. To make the algorithm
the players reveal their pennies simultaneously. If the pen-implementation more ef cient, we leverage a distributed rein-
nies match (both heads or tails), the 1st player wins; oth-forcement learning frameworkRay[39] to implement our
erwise, the 2nd player wins. The reward is as follows: proposed algorithm. As is shown in Appendix B.2, wiRhy,
ri(H;H) = r}(T;T)= 1, r}(H;T) = rY(T;H)= 1. Here, ourtraining can be completed in a reasonable time. Recall that
r'(H;T) is the reward of the 1st player when it plays head self-player copies the policy of one player to the other player.
(H), and the 2nd player plays tail (Th)> = r1. This game It cannot give a policy for each player in one training round.
has a global NE point {Pri(H);Pri(T)) = ( 0:5;0:5) and For the games with symmetric action space, we run self-play
(Pr2(H); Pr3(T)) = ( 0:5;0:5). twice to get a policy for each player. For the games with
Euclidean gamedhe payoff of a Euclidean game is a smooth asymmetric action space, we follow the self-play paper [5]
and differentiable functiorf(x;y). The 1st player controls  and initialize one policy per player and iteratively update each
x and tries to minimizef(x;y), while the 2nd player aims  policy without copying policies. Similar to our method, this
for maximizing f(x;y) by controllingy. V1= f(x;y) and modi ed self-play gives a policy for each player at the same
V2= f(x;y). The action space for each player is the domain time. As speci ed in Appendix B.1, we implement our com-
of the corresponding variable. We consider three types of parison baselines and the two attacks [25, 84] based on their

Environment selection. To answer questiofi , we select
seven toy gamesA a matrix form game with a discrete
state/action spacé, two Euclidean games with a continuous




of cial implementations. For the hyper-parameters shared by Experiment IV. To answer questioh , we design the fol-
PATRO&Nd the baseline methods.§.,policy model archi-  lowing experiment. For each player in the six sophisticated
tectures, training iteration, learning rate), we select the widely games, we use the action deviation attack to train an adver-
adopted choices without tailoring fBFPATROMWe keep them  sarial policy against the policy learned BATRO&Nd the
the same for all methods to enable a fair comparison (Seeself-play methods. Then, we follow the comparisons in exper-
Appendix B.1 for more details). The hyper-parameter spe-iment Il to compare the robustness and verify whether the
ci c to PATROIs the number of policies per play&r. In considered methods could provide a robustness guarantee.
this evaluation, we xK = 2. Later in Appendix B.2, we  Additional experiments. In addition to the four experiments
perform a sensitivity test on K (which show®\TROis not designed above, we also evaluate the iteratively adversarial
that sensitive to the subtle variationsii). retraining defense mentioned in Section 4. We present the ex-
periment results in Appendix B.3, demonstrating this defense
52 E . Desi cannot even converge to a xed point on both toy games and
) xperiment Design sophisticated games. We further demonstrate the robustness

Experiment I. To answer questioff , we usePATROL of PATRG&gainst a new adversarial policy attack [27] specif-
and four baseline methods (three variations of self-play andically designed for two-player competitive games with non-
ctitious-play) to train a policy for both players in the seven Zero-sum payoffs. Due to the page limit, we also detail this
toy games. We compare each method's nal policies with the experiment and the corresponding results in Appendix B.4.
ground truth NE point to verify whethd? ATRObutperforms Finally, as mentioned in Section 5.1, we also conduct an ef -
these baseline methods in converging to the NE point. ciency evaluation and a hyper-parameter sensitivity test and
Experiment Il. We comparePATROWith three self-play ~ Present the results in Appendix B.2.

methods in six sophisticated games where the NE point is

unknown (ngs?ion ). First, we .train a set of policies in 5.3 Experiment Result

selected sophisticated games using these methods. Next, we

play the policy learned biPATRCagainst the policies learned PATROL vs. baseline approaches in toy gamesFig. 2

by the baseline methods for each player in these games, anghows the nal policy of the selected methods in seven toy
record the winning rate. Since each player's policy is the games. As we can see from the gure, none of the baseline
strongest response/opponent to the other player's policy at aapproaches could converge to a xed point in all the settings,
NE point, the method that converges closer to the NE point where convergence means that the bars of the same method
should be more dif cult to defeat using other policy train- have the same or very similar heights. As mentioned above,
ing methods. As such, we compare the performance of thethe policy in the matching pennies game refers to the prob-
cross competitions between our policies and those obtainedabilities of each player playing head and tail; the policy in
by the baselines to identify the stronger responses and asseshe Euclidean games is the value choices afdy in the

the convergence of each method to the NE point. We will value function. For instance, in game none of the baseline
also play the policies learned by selected methods againsimethods could converge to a xed point for the 1st player.
the zoo agents in the MuJoCo and Roboschool Pong game®verall, the baseline methods converge in at most 5 out of 14
The policies with higher winning rates demonstrate better settings. Even in the cases where self-play converges, it may
convergence to the NE point and greater generalizability.  not converge to the NE point. For example, both self-play
Experiment lll. In this experiment, we compare the adver- and self-play-VA converge to the NE point only in two set-
sarial robustness ¢fATRO4&Nd the three self-play methods tings. These results indicate that even in simple non-repeated
against the PPO-based attack [25] (Questigrin the six matrix-form and Euclidean games, the classical ctitious play
sophisticated games. Speci cally, for each player in the Mu- and self-play-based methods cannot guarantee convergence,
JoCo games, we use the PPO-based attack [25] with the saméet alone converge to the NE point.

hyper-parameters to train an adversarial policy against the In comparison, as is also shown in FigPATROis able
policy learned byPATRO&Nd baseline methods. Then, we to converge to the joint policy at the NE point in all selected
compare the winning rate of the attack policies to investigate games. This result shows thRATROtould consistently
which method is more robust against this attack. Finally, for search for the NE point when the game properties change
all the policies, we play its policy for one playpragainst and thus veri es the effectiveness of our algorithm design in
its policy of the other playep ' and the corresponding ad- different setups (discrete/continuous action space, symmet-
versarial policyp? and compare the winning rate pf' with ric/asymmetric action space, and convex-concave/non-convex
that ofp2. If p | has a higher winning rate, verifying the non-concave value function). In addition, it also validates
corresponding method provides a robustness guarantee with aur theoretical analysis in Section 4.4 tifTROE guaran-
lower-bound performance. As mentioned above, we also con-teed to converge to the NE point even when the value func-
duct a paired t-test to demonstrate the statistical signi cance tion is non-convex and non-concave. In summary, Fig. 2
of our comparison result. demonstrates the superiority BATRObver the self-play



Figure 2: The nal policy ofPATRGCANd the comparison baselines in toy games. The left graph in each game is the 1st player.
We run each method four times in each setup and draw the converged result of each run as one bar in the gure.

Figure 3: The robustness comparison betweai ROCand three baselines against the PPO-based attack. x-axis is the training
time step, y-axis is the winning rate. The darker solid lines represent the average winning rates of adversarial policies during the
training process, and the lighter bands indicate the variations between the maximal and minimal winning rates. The dotted line is
the winning rate of the victim's original opponent trained against the current victim policypMadue is the paired t-test result
betweerPATROANd the baseline with the lowest attack winning rate.

mechanism in converging to the NE point. In the following playing againsPATROI2 than playing against Self-play_2
experiments, we will further demonstrate the utilities brought (Column 2 vs. 3), indicatinf ATROL is a stronger response
by this superiority in different aspectsq, generalizability to PATROL. Similarly, when playing again®'/ATROLL,

and adversarial robustness). PATROLR is a stronger opponent than Self-play_1 (Column
PATROL vs. baseline methods in sophisticated gameda- 4 vs. 5). This result shows that, for every policy trained by
ble 2 shows the results of our policies against those trained byour method, its own opponent policy is a stronger response
the original version of self-play. As we can rst observe from than the self-play policy. On the contrary, the lower half ta-
the upper half tableRATROLL has a lower winning rate when  ble shows that when playing against the self-play policies,



Games PATROL vs. PATROL vs. Games PATROL vs. PATROR vs.
PATROR | Self-play_2| PATROL | Self-play_1 PATROR | Self-play-VB_2| PATROU | Self-play-VB_1
You-Shall-Not-Pasy  24.0% 42.0% 76.0% 86.0% You-Shall-Not-Pasg _24.0% 79.0% 76.0% 90.0%
Kick-And-Defend | 56.0% 85.0% 41.0% 51.0% Kick-And-Defend | 56.0% 94.0% 41.0% 73.0%
Sumo-Humans 49.0% 68.0% 72.0% 86.0%
SET;'(:;T;‘”S ‘5‘8'822 2451.322 ;(2)'822 28'822 Sumo-Ants 50.0% 58.0% 30.0% 46.0%
- : : - Pong 51.0% 96.0% 29.0% 96.0%
Pong 51.0% 52.0% 49.0% 53.0% StarCraft i 52.0% 94.0% 48.0% 98.0%
StarCraft Il 52.0% 76.0% 48.0% 74.0% Self-play-VB_1 vs. Self-play-VB_2 vs.
Games Self-play_1vs. Self-play_2 vs. Games PATROR | Self-play-VB_2 | PATROL | Self-play-VB_1
PATROR | Self-play_2| PATROL | Seli-play_1 You-Shall-Not-Pasy  10.0% 56.0% 21.0% 44.0%
You-Shall-Not-Pasd  14.0% 18.0% 58.0% 82.0% Kick-And-Defend 6.0% 3.0% 5.0% 95.0%
Kick-And-Defend | 44.0% 45.0% 14.0% 54.0% Sumo-Humans | 17.0% 50.0% 55.0% 69.0%
Sumo-Humans | 22.0% 44.0% 77.0% 79.0% Sumo-Ants 36.0% 37.0% 27.0% 41.0%
Sumo-Ants 41.0% 2.0% 28.0% 28.0% Sta'jg’r‘agﬂ . ‘2‘822 28822 2'822 4518'822
Pong 47.0% 50.0% 48.0% 50.0% ' ' ' '
StarCraft Il 26.0% 50.0% 24.0% 50.0%

Table 4: The winning rates of polices trainedPATROLs.

Table 2: The winning rates of policies trained PATROLs.  those trained by Self-play-VB in six sophisticated games.
self-play policies in six sophisticated gam@ATROL stands [ N— oI — L

Self-play_2| sell-play-VA_2 [ Self-play-VB_2 Self-play_1] sell-play-VA 1
You-Shall-NotPasy 13.0% | 28.0% 18.0% 62.0% 32.0% | 38.0% 46.0%

for thei-playerls pOllcy obtained by our method. Self-play_ Kick-And-Defend | 12.0% | 52.0% 34.0% 52.0% 30.0% | 50.0% 96.0% 84.0%

. . . A . Sumo-Humans 14.0% 26.0% 55.0% 68.0% 21.0% 52.0% 65.0% 81.0%
is thei-th player's policy trained by self-play. Note that we g | asoo | ro |9 | amo% | arow | s | omnow | —osok
run each setup four times and report the mean result.

Table 5: The winning rates of a zoo agent against polices

G PATROL vs. PATROR vs. ; . L
ames PATROR | self-play-VA_2 | PATRON | self-play-VA_1 trained by the selected methods in ve sophisticated games.
You-Shall-Not-Pasq  24.0% 40.0% 76.0% 80.0%
Kick-And-Defend | 56.0% 89.0% 41.0% 76.0% L . o
Sumo-Humans | 49.0% 57.0% 72.0% 73.0% and three self-play variations on six sophisticated games. The
Sumo-Ants 50.0% 51.0% 30.0% 46.0% results show that the adversarial policy trained against our
Pong 51.0% 81.0% 49.0% 82.0% . . . . .
Starcrafili 55.0% 98.0% 78.0% 100.0% pohcy_ has a lower winning rate than those tralned_ against the
Games self-play-VA_1 vs. self-play-VA_2 vs. baseline methods. These results con rm tRATROik more
PATROR | seff-play-VA_2 | PATROL | self-play-VA_1 robust than the baselines against the PPO-based attack. The
You-Shall-Not-Pas§  20.0% 31.0% 60.0% 69.0% A 9 ot ] h :
Kick-And-Defend | 2.0% 1.0% 11.0% 99.0% results in Sumo-Ants are less distinguishable. As discussed
Sumo-Humans | 42.0% 48.0% 60.0% 67.0% in [25], due to limited attack space, adversarial policy attack
Sumo-Ants 41.0% 47.0% 35.0% 36.0% . . .
Pong 18.0% 150% 19.0% E10% in this game is naturally hard to succeed. Note that when
StarCraft i 0.0% 56.0% 2.0% 40.0% training an adversarial policPATRO&Nd baselines in the
L . ) same setup, we only change the victim policy and keep all the
Table 3: The winning rates of policies trained BATROLS. v her-narameters the same. This ensures that the observed

those trained by self-play-VA in six sophisticated games. jiterences in attack performance are because of the choice
of victim policy rather than the attack hyperparameters.
PATRO&lways achieves better performance, indicating the Fig. 3 also shows, for victim policies given IBATRQL
strong responses of self-play policies are policies trained bythe mean attack winning rate is consistently lower than the
PATROlather than their own opponent policies. winning rate of the victim's original opponent in all setups.
Table 3 and 4 further show the performance of our agents This result shows the PPO-based attack cannot nd a stronger
playing against those trained by two variations of the self- response for our policy than its original opponent policy, in-
play, respectively. The results are consistent with those in dicatingPATROprovides a lower-bound performance for its
Table 2. Tables 2-4 reveal thaATRO&xcels in identifying  trained policy against the PPO-based attack. In contrast, the
strong responses for both its own policies and policies trained plue lines in Fig. 3 show that the mean attack winning rate
by three self-play-based baseline methods, indicating thatis higher than the winning rate of the original opponent for
PATROis superior to these techniques in searching for NE self-play victim policies, indicating self-play cannot provide a
points in sophisticated simulation games. robustness guarantee. Similarly, we also observe that the two
In Table 5, we show that our policy has a higher winning variations of self-play fail to provide a robustness guarantee.
rate than the baselines when playing against the same zo®efending against the action deviation attack.Fig. 4 de-
agent in the selected games except StarCraft Il (because we dpicts the attack success rate of the action deviation attack
not nd a zoo agent for StarCraft Il). Together with the results against policies trained BJATRO&Nd the baseline methods.
in Table 2-4, we can also conclude that policies obtained by Similar to Fig. 3, our method forces lower attack winning
PATRObhave stronger generalizability than the policies of rates on all games, verifyingATRCH superiority in robust-
baseline methods when playing against normal policies. ness against the action deviation attack. Additionally, as
Defending against the PPO-based attackFig. 3 shows the  shown in Figure 4, despite having a stronger exploitability
winning rate of adversarial policies trained agaiR8iTROL  than the PPO-based attack, the action deviation attack still



Figure 4: The robustness comparisorP&TRCaNnd baselines against the action deviation attack in sophisticated games.

cannot train a stronger response to our policy. This resultweird actions, buPATRCt.agent ignores these actions.
further con rms our theoretical analysis in Section 4.4 that

our method is guaranteed to search for a robust policy at the

NE point with a certi ed lower-bound performance. Together 6 Other Related Work

with the result in Fig. 3, we can safely conclude tR&ATROL

is more resilient to existing adversarial policy attacks than the Adversarial perturbation-based attacks. As mentioned
self-play mechanism and its variations. in Section 1, prior to adversarial policy attacks, researchers
Robustness vs. generalizability.Our experiments indicate ~ borrow the idea from the adversarial attacks against DNNs
thatPATROé&xhibits better convergence to a NE point than (e.g., [16, 19, 43]) and perturb the environment to trigger
the baseline methods, which enhances both robustness anthe failure of a victim agent. Speci cally, some pioneer
generalizability. It is commonly believed that robustness and works [7, 29] leverage attacks against DNN [16,47] to add
generalizability are typically a trade-off. However, some an adversarial perturbation to the environment at each time
counterexamples exist, such as adversarial retraining, whichstep and force the victim player to fail in a single-player en-
is a widely-used defense mechanism in supervised learningvironment. Follow-up works explore improving the attack
that acts as regularization and can improve the generalizabilityef ciency [35, 41,62, 68] or practicability [85, 93]. More re-
of the classi er [26]. Similarly, defense distillation [58] has cent works [42, 70, 88] design techniques to enable optimal
been shown to improve the generalizability of models on attacks under this threat model. Going beyond single-player
certain datasets. We have made a similar observation forgames, Liret al. [40] further extend the above adversarial
PATROLNevertheless, as with adversarial retraining, this environment attacks to multi-player collaborative games. In
bene t comes at the cost of computational ef ciency. this work, we remove the attacker's privilege of manipulating
Qualitative studies. We show the videos of the agent the environment, which is more realistic and cost-effective.
trained by PATRORgainst its adversarial agents and the Data poisoning attacks. Another line of research general-
agent trained b ATRCdgainst the adversarial agents trained izes data poisoning attacks [14, 15, 65] to DRL. Speci cally,
against the self-play in the selected MuJoCo gamésdtjs: pioneer works [45, 46, 92] poison a player's training episodes
[ltinyurl.com/y4c9hdm9 . In general, the adversarial agent by manipulating its reward and thus training non-optimal poli-
trained againsPATRCi.agent no longer establishes weird cies. Yanget al. [86] and Kiourtiet al. [33] further leverage
behaviors, indicatin@ ATRCH .agent does not contain obvi- environment and reward manipulation to implant a backdoor
ous defeats that can be exploited by the adversarial attackinto a policy network. During the testing phase, when a trigger
In contrast, the adversarial agent against self-play still takesis presented in the environment, the victim policy establishes



ill-de ned behaviors. Most recent work [75] design a trojan  extensive-form gamee(g.,Go [66]), Poker [37]). Different
attack against two-player games. Rather than perturbing thefrom the Markov game, where two players take action simul-
environment or reward, this attack designs the trigger as antaneously, in an extensive-form game, each player takes turns
adversarial player's action. The victim player behaves ab-observing the state and taking action. Although no work has
normally whenever the adversarial player takes the triggerdone this, as discussed in [27], it is not that hard to extend
actions. Since we do not assume access to a victim policy'sthe existing adversarial policy attacks to this game. Similarly,
training process, we do not consider trojan attacks. extendingPATROto extensive-form games and providing
Existing defenses.Pioneer defense works [8,9,48,59] adopt an empirical defense is also straightforward. We can just
adversarial retraining [26] to defend against adversarial en-replace the PPO algorithm in Algorithm 1 with a state-of-
vironment attacks. By retraining the victim policy in the the-art policy training method in the extensive-form game
perturbed environment, this defense improves the policy's (e.g.,counterfactual regret minimization [23]). However, due
resilience against environmental manipulations. More recentto differences in game setup, the robustness guarantee of our
works [27, 84] extend this defense to our threat model and method no longer holds for the extensive-form game. Our
propose to robustify a victim policy by retraining it against future work will investigate redesignin@gATROlo provide

the corresponding adversarial policy. As discussed in Secsuch a guarantee for extensive-form games.

tion 4, this defense can be easily bypassed by training a newGeneralization to multi-player environments. Going be-
adversarial policy against the robusti ed victim. Besides ad- yond two-player games, some DRL tasks involve multiple
versarial retraining, some other recent research [388B89] players, such as Dota [54] and StarCraft [69]. In such games,
extends existing certi cation techniques to provide certied the players are assigned to two teams. Players of the same
robustness against adversarial environment or data poisorteam cooperate to compete against the other team. General-
ing attacks. Due to different threat models and defense goalsjzing PATROlo a multi-player environment is challenging
these techniques cannot provide certi ed defenses in our prob-because the dependencies between players are much more
lem. A nal line of works [22,61,87] leverage game theory complicated than in a two-player game. In the future, we will
and maximin optimization to defend against adversarial per-again draw insights from the game theoretical theorems [57]
turbation attacks in single-player RL tasks. They introduce about nding NE in a multi-player game and exteRATROL

an attack player to control the environment perturbations andto train robust policies in this setup.

transform the original environment into a two-player com- Limitation and future work. Our work has a few limita-
petitive game between the original RL player and the attack tions. First, our method introduces additional computational
player. They train a robust policy for the RL player by solving cost compared to the state-of-art approach. In this work, we
a maximin optimizationmaxyminga VY(s), wherev anda improve the ef ciency by optimizing our implementation.

is the RL and the attack player. As discussed in Section 4.2,0ur future work will explore further accelerating the training
solving only the maximin or minimax optimization cannot process by selecting better initial stategy(,using policies
guarantee the convergence to a NE point and thus cannopretrained by self-play as the initial policies). Second, we
provide a robustness guarantee in our problem. assume the value function is smooth and differentiable. In
some special cases, the value functions are non-smooth [67].
Our future work will also investigate adapting our method
to these games. Finally, besides the Markov game, some
recent works [17, 28] also model a two-player competitive en-
vironment as a Stackelberg Game and develop policy training
methods with better stability than self-play with PPO. In our
future work, we will also explore whether generalizing our
method to this model could provide a more stable algorithm.

7 Discussion

Other defeats of Self-play. In addition to lacking robustness,
existing works also discuss other de ciencies of self-play. For
example, Balduzzét al. [4] mentioned that self-play cannot
establish transitivity. Jaderbeegal. [30] pointed out that
self-play is limited in emerging human-like behaviors. While
our focus differs from these works, it is important to note
these additional limitations of self-play. 8 Conclusion

About Our Robustness Guarantee. As discussed in Sec-

tion 4, PATROQuarantees its obtained agent has a lower We presenPATRQLlthe rst provable defense against adver-
bound against arbitrary adversarial agents (V' (p; p?) in sarial policy attacks in two-player competitive games. Tech-
Eqn.(3)), which varies game by game. We cannot guarantee nically, we propose a novel policy training algorithm to nd

it is larger than a speci ¢ winning rate. This is similar to the NE point, which provides a robust policy for each player.
certain certi ed defenses for supervised learning [18, 80, 90], We theoretically prove tha&ATROk guaranteed to nd the
which certify their model has a lower-bound accuracy but NE point in complicated RL environments. Empirical evalua-
cannot guarantee it is higher than a speci c value. tion shows thaPATRO&utperforms existing policy training
Extension to extensive-form gamesAnother two-player methods in nding the NE point, policy generalizability, and
competitive game widely existing in the real world is the defending against existing attacks. With the theoretical analy-



sis and empirical results, we conclude that a policy training [20] Ding-Zhu Du and Panos M PardalosMinimax and applications
method converging to the NE point provides policies with a

robustness guarantee against adversarial policy attacks.
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A.l lterative Adversarial Retraining V+ with an approximation error that is lower thanAs such,

we have the following inequalitnaxjV! Wlj < ey, where
Iterative adversarial retraining expresses the following pro-e;  e. By combining this inequality with Eqr{10), we have
cess. Given a pair of initial policiepy, p3), iteratively re-  Pr(jvt Wj e 1 p.
trainingpy againspf and retrainingd{ againstpy, ;. After T
rom\J/nds,\yve can obtain a series of polices for the victim player A.3 Proof of Theorem 2.
fpy: i pYg and the adversarial playepd; ::; p3g.

First, we show that this method cannot converge to a xed First, we prove that with a bounded learning rate, each pair
point even in a simple matrix form game. Consider the Match- of policy (p§; p2) could guarantee converge to the NE point,
ing pennies game in Section 5.1, without loss of generaliz-when using the true value function. For the notation simplicity,
ability, we treat the 1st player as the victim player with a we dropk and use one policy pair for the proof. Using the PPO
policy pg, wherePrV(H) = pgandPrg(T)= 1 pj. The at- algorithm to updat@! againsip? (the strongest opponent in
tacker trains an adversarial polipg for the 2nd player where  the restK 1 policy pair), we have the following inequality.
Pra(H) = p§. According to [25, 84], the adversarial training
solves the following objective functioraxrgma%,g[ pyPg +

(1 po)pg+ P3(L py) (1 pe)(L pg)landthe optimal  wherel(p 1;pf) = V(pi;pf) + C2andCl= 3, > O,
solutionispj = 1if py 0:5andp§ = 0if py> 0:5. Sup-  wherei represents théh iteration. The proof of this in-
posepy 0:5andpf§ = 1, retraining the victim policy against  equality can be found in [63]. Substitutiﬂq)_l(pil+l;p\2/)
pg solves the following optimizatiorargmaxy [pipg (1 into the Eqn.(11) and apply the absolute value inequality
PP Pp(1 pD+(1 pi(1  pp)l, with the optimal  jigj j bjj j a bj, we get

o/t S

E% : %)', ;;i”(’),‘"")% iaE’SQZe /:Zevsv‘; zgaﬂ'éggfvlsf:g;ptﬂzte cumaxsTV(pﬁl( i_s)jj_pﬁil( i9) 22+ o2 (Viehad) VHOLeD)
above analysisp! andp? switch between 0 and 1 and thus ~ CHMasTV(PI(i9Nipi1(J9) "+ ICZ:
cannot converge to a xed point. Worse still, even though £
this solution converges in some cases, it cannot ensure that
the nal policy is stronger than the initial policy because of Clijpt phLij%2+jc2 cijpt pLij?+ijcz:  (13)

VPR PY) (PPl CUMaxTV(pi(i9ipk1(i9)?: (12)

(12)
rom this inequality, we also have
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